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I. Introduction

We would like to thank the Commission for offering this opportunity to discuss an important
and timely subject. Data security and the harms that can arise as a result of data breaches are
all too often subject to insufficiently rigorous analysis. This workshop can serve as an invaluable
tool to better prepare the Commission and the firms it regulates for the challenges associated
with consumer protection issues arising from data storage and data breaches.

Attached to these comments is a forthcoming paper that presents in greater detail many of the
topics contained in these comments,” which, in turn, focus more directly than does the paper
on the implications of dealing with informational injuries, and present in (somewhat)
abbreviated fashion the most immediately applicable analytical content from the paper.

In its description of this workshop, the Commission notes that “consumers may
suffer injury when information about them is misused,” and suggests that this
workshop “will address questions such as how to best characterize these injuries, how
to accurately measure such injuries,” and so on. While these are crucial questions,
we offer these comments in order to address another set of questions that is missing
from the event’s description: How should the Commission determine whether or
not, in fact, the conduct leading to such injuries constitutes actionable “misuse[]?”
The question is a fundamental one that must be addressed in order to evaluate how
businesses, consumers, and the Commission itself do and should respond to
purported informational injuries.

Fundamentally, there is a great deal of ambiguity about how consumer protection
law should treat data and data breaches. When there is a data breach, the calculation
of the extent of informational harm (if any) to consumers is a difficult one. This is
complicated, of course, by the sometimes tenuous connection between conduct and
injury. It is further complicated, even assuming that particularized harm can be
accurately assessed, by the need to balance harms against the benefits conferred by
decisions within the firm to optimize a product or service, to lower prices, or to
promote other consumer-valued features, such as ease-of-use, performance, and so
forth. Where the same conduct that may produce informational injury also produces

? Geoffrey A. Manne and Kristian Stout, When ‘Reasonable’ Isn’t: The FTC’s Standard-Less Data Security
Standard, _]J. L. ECON. & POL’Y _ (forthcoming 2018), draft available at
https://ssrn.com/abstract=3041533.

(cont.)
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consumer benefit, determining whether the net effect is, in fact, harmful or not is
essential.

The Commission purports to evaluate injury (along with the other elements required
by Section 5(n) of the FTC Act) under a so-called “reasonableness” standard.
Superficially, at least, this seems sensible: Unfairness entails a balancing of risk,
benefits, and harms, and a weighing of avoidance costs consistent with a negligence
regime.’ Easily seen and arguably encompassed within this language are concepts
from the common law of negligence such as causation, foreseeability and duty of
care. The FTC collapses this into its “reasonableness” approach, specifically
eschewing strict liability:

The touchstone of the Commission’s approach to data security is
reasonableness: a company’s data security measures must be reasonable
and appropriate in light of the sensitivity and volume of consumer
information it holds, the size and complexity of its business, and the cost
of available tools to improve security and reduce vulnerabilities.... [T]he
Commission... does not require perfect security; reasonable and
appropriate security is a continuous process of assessing and addressing
risks; there is no one-sizefits-all data security program; and the mere fact
that a breach occurred does not mean that a company has violated the
law.4

Giving purchase to a reasonableness approach under the Commission’s own
guidance would seem to require establishing (i) a clear baseline of appropriate
conduct, (ii) a company’s deviation from that baseline, (iii) proof that its deviation
caused, or was significantly likely to cause, harm, (iv) substantial harm, (v) proof that
the benefits of (e.g., the cost savings from) a company’s conduct didn’t outweigh the
expected costs, and (vi) a demonstration that consumers’ costs of avoiding harm
would have been greater than the cost of the harm.

Unfortunately, by eliding the distinct elements of a Section 5 unfairness analysis in
the data security context, the FTC’s reasonableness approach risks ignoring

3 See, e.g., Restatement (Second) of Torts § 291 (1965) (“Where an act is one which a reasonable man
would recognize as involving a risk of harm to another, the risk is unreasonable and the act is negligent if
the risk is of such magnitude as to outweigh what the law regards as the utility of the act or of the
particular manner in which it is done.”).

* Commission Statement Marking the FTC’s 50th Data Security Settlement at 1 (Jan. 31, 2014), available
at http://bit.ly/2hubiwv.

(cont.)


http://bit.ly/2hubiwv

PAGE 4 OF 25

Congress’ plain requirement that the Commission demonstrate duty, causality and
substantiality, and perform a cost-benefit analysis of risk and avoidance costs.

While the FTC pays lip service to addressing these elements, its inductive, short-cut
approach of attempting to define reasonableness by reference to the collection of
practices previously condemned by its enforcement actions need not — and, in
practice, does not — actually entail doing so. Instead, we “don’t know... whether...
practices that have not yet been addressed by the FTC are ‘reasonable’ or not,”® and
we don’t know how the Commission would actually weigh them in an actual rigorous
analysis.

At the root of this workshop is the implicit recognition that some, including the FTC
itself, have asserted that the unauthorized exposure of private information may be,
in and of itself, a harm to individuals, apart from any concrete economic
consequences that may result from the exposure. In the FTC’s Opinion in LabMD,
for instance, the Commission asserted that

the disclosure of sensitive health or medical information [that] causes
additional harms that are neither economic nor physical in nature but
are nonetheless real and substantial and thus cognizable under Section
5(n)... disclosure of the mere fact that medical tests were performed
irreparably breached consumers’ privacy, which can involve
“embarrassment or other negative outcomes, including reputational
harm.”®

We would contend, however, that defining and evaluating the types of
“informational harms” that should be actionable in the case of a data breach, requires
that the Commission also address fundamental problems with its overall approach
to identifying cognizable injury and determining liability under Section 5.

As we discuss below and explain in detail in the attached paper, the FTC’s current
“reasonableness standard” for liability under Section 5 runs the risk of being no
standard at all. And it is impossible to escape the troubling conclusion that ultimately
(and wrongly) the mere retention of data by a firm could be enough to violate Section
5 under this approach.

> Omer Tene, The Blind Men, the Elephant and the FTC’s Data Security Standards, PRIVACY PERSPECTIVES
BLOG (Oct. 20, 2014), available at http://bit.ly/2h]wlwl.

¢ Opinion of the Commission at 17, In the Matter of LabMD, Inc., (No. 9357), 2016-2 Trade Cas. (CCH
July 29, 2016) [hereinafter “FTC LabMD Opinion”].



http://bit.ly/2hJwlwI

PAGE 5 OF 25

Such an approach does not comport with the scope of the Congressional grant of
authority in Section 5, particularly as it was explicitly limited by Section 5(n). Instead,
it converts what should be thought of fundamentally as a demanding cost-benefit
requirement meant to limit the Commission’s discretion into a lenient strict liability
standard. Before the Commission can understand how to fit different sorts of
potential harms into its enforcement framework, it should clarify its approach, and
ensure that it is in line with the text and intent of Section 5.

Il. Some Thoughts on Assessing Informational Injury

As the Commission no doubt recognizes, the task of defining “informational” injury
is fraught in a way that traditional analysis of harm is not. Traditional harms are
analyzed against largely objective criteria such as monetary value, physical damage,
and the like; their very nature allows for a more or less satisfactory definition of the
harm involved.

Fundamentally, and certainly relative to intangible injury, determining both the
incidence and the magnitude of concrete harms is fairly (although far from perfectly,
of course) straightforward. Although it is certainly possible that the incidence and
magnitude of physical harms can be ambiguous — among other things, deception and
time can make these assessments more difficult — by and large, for a large array of
tangible harms, the framework for evaluating the extent of injury and assessing
causality and liability are readily understood.

Moreover, these objectively observable harms exist largely without reference to
context. It does not depend on whether you are a CEO or a cashier in determining
whether money was lost; it is irrelevant whether one is male or female in determining
whether one’s car was struck and whiplash was suffered.

Informational injuries, by contrast, are based substantially on subjective effects, and
are often heavily dependent upon the context in which they were incurred — context
that invariably changes over time and place. Whether one feels shame, anxiety,
embarrassment, or other “psychic” effects from the unauthorized disclosure of
personal information depends, in many instances, on the prevailing social
conventions and mores surrounding the disclosed information and its recipients. For
instance, in Eli Lilly, the Commission, perhaps justifiably, asserted (certainly without
rigorously proving...) that the (somewhat) broad disclosure of the fact that someone
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was taking an antidepressant in 1999 could lead to harm (e.g., shame) even absent
other, concrete effects.” That may well have been true in 1999.

The difficulty is that, even in 1999, there would have been at least some people who
would not feel such shame, yet the Commission seems to have assumed that all
affected individuals did. Absent objective criteria to assess such psychic effect,
however, the fact of it occurring as a result of the disclosure cannot simply be
assumed. Moreover, the extent of harm, even to people who experienced it, would
vary widely and be difficult, if not impossible, to measure. Although the Commission
does not assess damages for such injuries, determination of the magnitude of harm
is still crucial for assessing both whether victims suffered net harm, and whether a
Commission action would satisfy the cost-benefit test of Section 5(n) of the FTC Act.

To make things more complicated, whatever the incidence and magnitude of the
effects in 1999, there is no reason to think they would be the same 18 (or 28, or 38)
years later. Today, although some would feel shame at taking an antidepressant, the
vast popularity of pharmacological treatment for emotional problems means that
shame is surely both less likely and less significant (although, at the same time, that
same popularity surely means that the aggregate magnitude of harm could actually
be greater than in 1999).8

And not all informational injuries are the same. Some injuries are psychic in nature
— shame or embarrassment, for example. Others uneasily mix what the FTC typically
analyzes as “likely” injuries — inchoate harms such as the exposure of sensitive
information that could be used to steal an identity, access a bank account, or
otherwise lead to more concrete harms — with the psychic consequences of bearing
that risk. For instance, a purely psychic harm, like anxiety, arising from exposure of
information that could lead to identify theft is, from another point of view, a “likely”
harm, with the actual, concrete harm being the financial loss. Thus the anxiety harm
merges with the likely harm of financial loss, and evaluating the magnitude of such
a harm would require evaluating both the objective likelihood of the loss, as well as

" In the Matter of Eli Lilly & Co., 133 F.T.C. 763 (May 8, 2002).

8 Today, in fact, many people are not only unashamed at taking antidepressants, they are quite open
about it. Some even write publicly about how antidepressant use has improved their lives. See, e.g.,
Kimberly Zapata, This Is Why Taking Antidepressants Makes Me a Better Mother, World of Psychology (Feb.
13, 2016) available at https://psychcentral.com/blog/archives/2016/02/13/this-iswhy-taking-
antidepressants-makes-me-a-better-mother/. For these people it would, surely, be difficult to infer harm
from additional, even unauthorized, disclosure.



https://psychcentral.com/blog/archives/2016/02/13/this-is-why-taking-antidepressants-makes-me-a-better-mother/
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each individual’s subjective assessment of that risk. None of these is a straightforward
measurement.

I. Social Context

To the extent that the Commission would pursue cases based upon the psychic flavor
of information injuries, a major impediment is establishing a method (e.g,
representative and comprehensive consumer surveys) of determining the baseline
expectations that members of society have surrounding the protection of their
personal information. And this method, moreover, will need to be regularly updated
to ensure that the standards of, say, two years ago do not govern the changed notions
of “today.”

There are a number of critical components that will have to factor into establishing
this baseline. Among many other things, these will necessarily include, e.g.: to whom
the information is disclosed; the nature of consumer expectations regarding the
release or use of the information; whether the information is itself somehow harmful
or could lead to a real concrete harm (like a bank account number or social security
number); consumers’ perception of the risk of harm; and, if the information could
lead to a more concrete harm, the nature of that harm.

The overriding aim of attempting to establish such a baseline is to bring an
administrable order to the chaos of subjectivity (if possible). The incidence and
magnitude of these subjective effects will undoubtedly change rapidly as technology
and society evolve, but a careful periodic analysis might be able to reveal which
subjective harms rise to the level of common social acceptance. Because, without such
a carefully crafted and constantly calibrated standard, subjective harms as the basis
for regulatory or legal actions could quickly result in a race to the bottom where those
who are the most sensitive to informational injuries dictate policy to the detriment
of overall social welfare.

Critically, this also means that it’s important to understand that, for some range of
apparent harms, the Commission will be wiser to refrain from bringing enforcement
actions — not least because it cannot be confident that the harms arising from certain
conduct really outweigh the benefits.

° The FTC has some experience in establishing guidance like this. See, for example, the Green Guides,

available at https://www.ftc.gov/sites/default/files/attachments/press-releases/ftc-issues-revised-green-

guides/greenguides.pdf.
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2. Calculating Benefits

In the informational context, because often the same conduct that leads to harm also
confers benefits, and because the effects of the conduct on each individual are
subjective and variable, determining if conduct results in cognizable injury must
entail an assessment of the benefits of the conduct to each individual, as well, in
order to determine if the net effect is negative. In other words, even if, in the abstract,
unanticipated disclosure of private information to, say, an advertiser might impose
psychic costs on some consumers, it also confers benefits on some of them (by
enabling better targeted ads). Determining if there is injury on net requires assessing
both of these effects.

Importantly, this is different than the cost-benefit assessment required by Section
5(n), which demands a weighing of costs and benefits not only for the potentially
injured parties, but also a weighing of those net costs against the overall benefits of
the conduct in question, where those benefits are enjoyed by consumers who do not
also experience the costs.

Many of these informational harms are bound up in the nature of the industry itself.
Even though there may exist an unexpected use that some individuals feel harms
them, there may also exist a larger justification for the practice in overall increased
social welfare. The benefit of having, for instance, certain valuable attributes of a
platform like Gmail, Facebook, or Snapchat necessarily must be factored into the
cost-benefit calculation. This is not to say that any unexpected use of data should be
beyond reach, but that the benefit of the existence and optimal operation of the
system, firm, or other analytically relevant entity must be taken into account.

Unfortunately, at least in its publicly available analysis of informational injury, the
Commission does not generally seem to adequately assess these countervailing
benefits. Emblematic of this problem is the Apple product design case (similarly
assessed under the framework of Section 5(n)).!° In that matter, the Commission
brought charges against Apple for allegedly designing the iOS app store in a way that
led to “unfair” billing practices. Historically, the Commission would bring such cases
where a defendant affirmatively endeavored to mislead consumers — including cases
of outright fraud, unauthorized billing, and cramming.!' In these cases the effect of

1% In the Matter of Apple Inc., FTC File No. 1123108 (Jan. 15, 2014).

11 See Dissenting Statement of Commissioner Wright, In the Matter of Apple Inc., FTC File No. 1123108
(Jan. 15, 2014) at 3, available at https://www.ftc.cov/publicstatements/2014/01/dissenting-statement-
commissioner-joshua-d-wright.
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the conduct was unambiguously harmful, and there was essentially no countervailing
social benefit against which to weigh such conduct.

In the Apple case, however, the Commission alleged that Apple had designed the App
Store in a way that made it too easy for children to make purchases without parental
consent. The core of the Commission’s complaint revolved around the fact that the
App Store would permit a 15 minute window for password-free purchases and
downloads once a person had entered their password.

But the Commission completely failed to perform an adequate analysis to determine
if the “harm” suffered by parents of children who were able to make a purchase
within the 15 minute window was counterbalanced by the greater degree of
convenience that an overwhelming number of other consumers enjoyed by virtue of
the feature.

Moreover, while some consumers might benefit on net from higher prices or reduced
quality along some other dimension in exchange for heightened security, it is by no
means clear that all consumers would so benefit. As Commissioner Wright discussed
at length in his dissent, an appropriate balancing of countervailing benefits would
weigh the costs of improved practices to marginal consumers (those for whom a
company’s services plus the FTC’s asserted “reasonable” practices at a higher price
would have induced them to forego dealing with that company) against the benefits
to inframarginal consumers who would have been willing to pay more to have the
FTC’s imposed standards:

Staff has not conducted a survey or any other analysis that might
ascertain the effects of the consent order upon consumers. The
Commission should not support a case that alleges that Apple has
underprovided disclosure without establishing this through rigorous
analysis demonstrating — whether qualitatively or quantitatively — that
the costs to consumers from Apple’s disclosure decisions have
outweighed benefits to consumers and the competitive process.... We
cannot say with certainty whether the average consumer would benefit
more or less than the marginal consumer from additional disclosure
without empirical evidence.!?

It is noteworthy that Commissioner Ohlhausen’s concurring statement takes issue
with Commissioner Wright’s analysis. But Commissioner Ohlhausen’s criticisms are
misplaced. She writes:

2 1d. at 14-15.
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The relevant statutory provision focuses on the substantial injury caused
by an individual act or practice, which we must then weigh against
countervailing benefits to consumers or competition from that act or
practice. Thus, we first examine whether the harm caused by the practice
of not clearly disclosing the fifteen-minute purchase window is
substantial and then compare that harm to any benefits from that
particular practice, namely the benefits to consumers and competition
of not having a clear and conspicuous disclosure of the fifteen-minute
billing window. It is not appropriate, however, to compare the injury
caused by Apple’s lack of clear disclosure with the benefits of the entire
Apple mobile device ecosystem.!?

What Commissioner Ohlhausen seems to describe is the requisite analysis of both
costs and benefits resulting from challenged conduct required to establish that a
consumer suffered net informational injury. But, as noted, that is not the same thing
as the social welfare analysis required by Section 5(n), which does, as Commissioner
Wright argues, require weighing the broader benefits to Apple’s consumers of the
conduct against the net harm to the few injured consumers.

3. Revealed Preference

Important in evaluating informational injuries is the fact that, for at least some classes
of injury, consumers themselves self-evidently engaged in the services that
subsequently caused the injury. With the growing frequency of data compromises, it
certainly must be a factor of any informational injury analysis that consumers,
knowing that there was some chance that their information could be exposed, chose
to engage with those services anyway. Thus, the cost to themselves in informational
injury terms was to some extent “priced” into the cost of accessing services in
exchange for their personal information.

This is important particularly from the perspective of Section 5(n), as its balancing
test requires that harms incurred were not “reasonably avoidable” by consumers.
Where users a) voluntarily choose to give their data to a service, b) with sufficiently
accurate knowledge of the risk of harm, and c) where there are reasonable substitutes
(including not engaging at all), it may, in fact, be reasonable to view that decision as
prima facie evidence of reasonable avoidability in the event of unauthorized
disclosure of their data.

B Concurring Statement of Commissioner Ohlhausen, In the Matter of Apple Inc., FTC File No. 1123108
(Jan. 15, 2014) at 3, available at https://www.ftc.gov/publicstatements/2014/01/concurringstatement-
commissioner-maureen-k-ohlhausen.
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And, critically, at least with tech platforms and apps, it is important to recognize that
the reason these services become important is because so many users choose to adopt
them. Sometimes there may not be an obvious alternative: In LabMD, for example,
it is doubtful that consumers were either informed about or directly choosing among
diagnostics laboratories. But for many services competitors are available and
meaningful consumer choice is viable: It is trivially easy to choose a fully-encrypted
and secure email service instead of Gmail, or to opt for DuckDuckGo instead of
Google Search. Consumers, however, opt for what they perceive as more accurate or
convenient because they value that over privacy to some significant extent. In such
circumstances it would be a mistake to deem generally customary practices unfair,
even if consumers appear to be harmed ex post.

1. “Likelihood of Substantial Injury’’ Versus ‘“Substantial
Likelihood of Injury”

In recent years, the Commission has staked out a position that its Section 5(n)
limitations are not quite as limiting as they would appear upon a stricter reading of
the statute.

In effect, the FTC reads a sort of superficial “cyber Hand Formula” into the language
of Section 5, sufficient to permit it to find liability for conduct that it deems in
virtually any way increases the chance of injury, even absent an actual breach or any
other affirmative indication of “unreasonable” risk, provided the magnitude of
potential harm is “substantial” (which is, itself, effectively entirely within the
Commission’s discretion to so label). At the same time, the Commission also asserts
that it may find liability even for trivial injuries as long as the risk of their occurrence
is sufficiently large. Both of these positions are at odds with the statute and
potentially harmful to consumers and competition.

In its recent LabMD decision, for example, the Commission stated that

Unlike the ALJ, we agree with Complaint Counsel that showing a
“significant risk” of injury satisfies the “likely to cause” standard... We
conclude that the more reasonable interpretation of Section 5(n) is that
Congress intended to incorporate the concept of risk when it authorized
the Commission to pursue practices “likely to cause substantial injury.”#

Thus, the Commission concludes:

4 FTC LabMD Opinion, supra note Error! Bookmark not defined., at 21.
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[Clontrary to the ALJ’s holding that “likely to cause” necessarily means
that the injury was “probable,” a practice may be unfair if the magnitude
of the potential injury is large, even if the likelihood of the injury
occurring is low."

But causality under Section 5(n) is not a function of the magnitude of the injury
itself. Instead, the likelihood of injury and the substantiality of the injury are distinct
concepts. Conduct does not become more likely to cause injury in the first place just
because it might make whatever injury results more substantial.

This is clear from the statute: “Substantial” modifies “injury,” not “likely.”
Actionable conduct either causes “substantial injury,” or is likely to cause “substantial
injury,” meaning it creates a sufficiently heightened risk of “substantial injury.” In
both cases the “substantial injury” is literally the same. To reimport the risk
component into the word “substantial” following the word “likely” makes no
syntactic sense: “Likely to cause” already encompasses the class of injuries comprising
increased risk of harm. The only viable reading of this language is that conduct is
actionable only when it both likely causes injury and when that injury is substantial.

Although the Unfairness Statement does note in footnote 12 that “[a]n injury may
be sufficiently substantial... if it raises a significant risk of concrete harm,”'® “raises” clearly
does not mean “increases the degree of” here, but rather “engenders” or “gives rise
to.”'” And the relevant risk in footnote 12 is deemed to be “significant,” not
“substantial,” suggesting it was intended to be the result of a different evaluation.
Moreover, that passage conveys the Commission’s intention to address inchoate
harms under Section 5 — conduct “likely” to cause harm. As such, footnote 12 was
incorporated into Section 5(n) by inserting the words “or is likely to cause” into the
phrase “causes... substantial harm.” Importing it again into the determination of
substantiality is a patently unreasonable reading of the statute and risks writing the

substantial injury requirement out of the statute.

At first blush, the FTC’s proposed multiplication function may sound like the first
half of Footnote 12, but these are two very different things. Indeed, the fact that the
footnote proposes a multiplication function for interpersonal aggregation of harms,
but then, in the next breath, says no such thing about multiplying small risks times
large harms, can have only one meaning: The Unfairness Statement requires the FTC

5 1d.

16 ]d. at 21 (quoting In the Matter of Int’l Harvester Co., 104 F.T.C. 949, 1073 n. 12 (1984) [hereinafter
“Unfairness Statement”]) (emphasis added).

17 Raise, MERRIAM-WEBSTER.COM (last visited Jun. 1, 2017), available at https://goo.¢l/R2sVhm.
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to prove the substantiality of harm, independent of its risk. Had Congress intended
for the rather straightforward strictures of 5(n) to accommodate the large loophole
proposed by the FTC, it surely would have spoken affirmatively. It did not. Instead,
as is evident from the plain text of the statute, Congress structured Section 5(n) as a
meaningful limitation on the FTC’s potentially boundless Unfairness authority.

But, under the Commission’s view of Section 5, the FTC has the power to punish
entities that have never had a breach, since the mere possibility of a breach is “likely to
cause” harm to consumers, provided the harm is substantial enough — which it

invariably is. 1"#%&t" Q)" (+,-.") "k

Finally, given that we have found that the very disclosure of sensitive
health or medical information to unauthorized individuals is itself a
privacy harm, LabMD’s sharing of the 1718 file on LimeWire for 11
months was also highly likely to cause substantial privacy harm to thousands
of consumers, in addition to the harm actually caused by the known
disclosure.!8

The position that the Commission upholds in the FTC LabMD Opinion was plainly
put forward by the FTC’s Complaint Counsel in its oral arguments before the ALJ:
merely storing sensitive data and “placling data] at risk” — any risk — is all that is
required to meet the standard of unfairness under Section 5. According to the
FTC’s Complaint Counsel, merely collecting data “increases the risk that
information will be exposed” beyond the risk if data is not collected; storing it for
n+1 days increases the risk beyond storing it for n days, and so on.?

The ALJ in LabMD firmly rejected the argument. And he is not alone in balking at
the Commission’s broad interpretation of its “likely” authority. More recently, a
district court dismissed most of the FTC’s unfairness claims against D-Link, holding
that

The pleading problem the FTC faces concerns the first element of injury.
The FTC does not allege any actual consumer injury in the form of a

8 ]d. at 25 (emphasis added).

1 Oral Argument at 48, LabMD Inc. v. FTC, (11th Cir. Sep. 29, 2016) (No. 16-16270) [hereinafter
“LabMD 11th Circuit Oral Argument”], available at

https://www.call.uscourts.gov/system/files force/oral arsument recordings/16-
16270.mp3’download=1 (transcript on file with the authors).

20 d.

(cont.)
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monetary loss or an actual incident where sensitive personal data was
accessed or exposed. Instead, the FTC relies solely on the likelihood that
[D-Link] put consumers at “risk” because “remote attackers could take
simple steps, using widely available tools, to locate and exploit
Defendants’ devices, which were widely known to be vulnerable.”?!

Echoing the ALJ’s Initial Decision in the LabMD case, the court goes on to note that
these are “effectively the sum total of the harm allegations, and they make out a mere
possibility of injury at best.”?* Relying on Twombly, the court noted the insufficiency
within the FTC’s unfairness pleading existed because “[t]he absence of any concrete
facts makes it just as possible that [D-Link’s] devices are not likely to substantially
harm consumers, and the FTC cannot rely on wholly conclusory allegations about
potential injury to tilt the balance in its favor.”*

In short, the FTC’s position with respect to the meaning and function of
substantiality in Section 5(n) is an untenable one.

IV. The Unreasonable ‘“Reasonableness’”’ Standard

The Commission’s expansion of its mandate to include “substantially likely” harms
has, in large part, resulted from the collapse of Section 5(n)’s cost-benefit test into a
single “reasonableness” analysis.

Concomitant with this analytical softening, the Commission has been willing to
pursue a host of unmeasurable harms. But in the context of the storage and loss of
digital information, there is a real risk that if the purported injury is merely
informational, the confluence of all the possible ways of interpreting a harm could
effectively make the mere collection and storage of information actionable — even
without a breach, but certainly with one (but without any other injury).

As a result, and as we discuss briefly below (and in greater detail in the attached
article), the reasonableness approach effectively folds all possible “harms” into the

2 FTC v. D-Link Systems, No. 3:17-CV-00039-JD, at 8 (N.D. Cal. filed Sept. 19, 2017), [hereinafter “D-Link
Dismissal Order”).

21d.
Bd.

(cont.)
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breach itself as the “actual” injury. Thus the Commission, in its 2012 Privacy Report,
asserted that

the range of privacy-related harms is more expansive than economic or
physical harm or unwarranted intrusions and that any privacy
framework should recognize additional harms that might arise from
unanticipated uses of data. These harms may include the unexpected
revelation of previously private information... to unauthorized third
parties.*

Irrespective of how the Commission decides to classify and assess various possible
informational injuries, if a breach itself is deemed to constitute harm, then other
attempts to stake out a meaningful definition of “harm” disappear, as a practical
matter. And this is a significant problem: If a mere breach constitutes injury, then
the mere storage of data could be deemed “likely to cause injury.”

Thus, until the Commission more rigorously analyzes facts under Section 5(n), and
addresses the causal relationship between “unanticipated uses of data” and injury in
a far more nuanced and context-specific fashion, the “reasonableness” standard risks
negating the statutory limits on the FTC’s ability to bring data security cases, thus
further risking ill-conceived and costly investigations and enforcement actions that,
on net, may do little if anything to enhance consumer welfare.

Consumer welfare is the lodestar of Section 5.7 Like the consumer-welfare-oriented
antitrust laws, Section 5 does not proscribe specific acts but is a general standard,
designed to deter “unfair” conduct that harms consumers on net - without sweeping
in pro-consumer conduct that does not cause demonstrable harm (or that is
“reasonably avoidable” by consumers themselves).?

% FTC, Protecting Consumer Privacy in an Era of Rapid Change; Recommendations for Business and Policymakers,
at 8 (March 2012) [hereinafter “FTC Privacy Report”], available at
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-
consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf (emphasis added).

515 US.CA. 45(n).

26 See FTC LabMD Opinion, supra note Error! Bookmark not defined., at 26 (quoting the Unfairness
Statement, supra note 16, at 1073) (“A ‘benefit’ can be in the form of lower costs and... lower prices for
consumers, and the Commission ‘will not find that a practice unfairly injures consumers unless it is
injurious in its net effects.””).

(cont.)
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Congress plainly intended to constrain the FTC’s discretion in order to avoid the
hasty assumption that imposing nearly any costs on consumers is “unfair.”?’

A. A Duty Without Definition

Section 5(n) plainly requires a demonstrable connection between conduct and injury
(whether intangible or concrete), demanding proof that an “act or practice causes or
is likely to cause substantial injury” before it may be declared unfair. But the FTC’s
reasonableness approach is fatally deficient.

This is not to say that reasonableness must be defined with perfect specificity in order
to be appropriate. But courts have developed remarkably consistent criteria for
establishing it. Thus, under typical negligence standards, an actor must have — and
breach — a duty of care before its conduct will be deemed unreasonable.?® This
requires that the actor’s duty be defined with enough specificity to make it clear when
her conduct breaches it.

In most jurisdictions, “care” is defined by reference to standard industry practices,
specific legislative requirements, contractual obligations, or a prior judicial
determination of what prudence dictates.” Moreover, in most jurisdictions, the
appropriate standard of care reflects some degree of foreseeability of harm; there is
no duty to protect against unforeseeable risks.*

But the FTC has established no concrete benchmark of due care for data security,
nor has it properly established any such benchmark in any specific case. To be sure,
the Commission has cited to some possible sources in passing,’! but it has failed to
distinguish among such sources, to explain how much weight to give any of them, or
to distill these references into an operationalizable standard. Instead, the

T No market interaction is ever without costs: paying any price, waiting in line, or putting up with
advertising are all “costs” to a consumer; none is necessarily “unfair.”

28 See STUART M. SPEISER, ET AL., 2A AMERICAN LAW OF TORTS, § 9:3 (2016).

» Restatement (Second) of Torts § 285 (1965).

0 Id. at § 302. See also David Owen, Duty Rules, 54 VAND. L. REV. 767, 778 (2001) (“In general, actors are
morally accountable only for risks of harm they do or reasonably should contemplate at the time of

acting, for the propriety of an actor's choices may be fairly judged only upon the facts and reasons that
were or should have been within the actor's possession at the time the choice was made.”).

31 See, e.g., FTC LabMD Opinion, supra note Error! Bookmark not defined., at 12 (referring to HIPAA as

“a useful benchmark for reasonable behavior”).

(cont.)
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Commission has repeatedly asserted simply that any conduct that (unreasonably)
increases the risk of harm is actionable.*

Because “perfect” data security is impossible, not all data security practices that
“increase” a risk of breach are unfair.>> Some amount of harm (to say nothing of some
number of breaches) is fully consistent with the exercise of due care — of “reasonable”
data security practices. For the statute to be meaningful, data security practices must
be shown to fall outside of customary practice — i.e., to increase the risk of
unauthorized exposure (and the resulting harm) above some “customary” level —
before they are deemed unreasonable. In fact, the FTC’s approach effectively
operates in reverse by inferring unreasonableness from the existence of harm,
without clearly delineating a standard first.

In its LabMD opinion, to take one example, the Commission claims that it weighed
the relevant facts and determined that LabMD had engaged in unreasonably lax
security practices. But instead of establishing exactly what the ex ante baseline duty of
care was, for example, and whether and how LabMD breached it, the FTC conducted
an inappropriately post hoc assessment that considered only those remedial measures
it claimed would address the specific breach that actually occurred. But this approach
ignores the overall compliance burden on a company to avoid excessive risk without
knowing, ex ante, which specific harm(s) might occur. Actual compliance costs are far
more substantial, and require a firm to evaluate which of the universe of possible
harms it should avoid, and which standards the FTC has and would enforce. This is

a far more substantial, costlier undertaking than the FTC admits.

Implicitly, the Commission assumes that the specific cause of unintended disclosure
of PII was the only (or the most significant, perhaps) cause against which the company

32 For example, in a recent posting purporting to explain why the Commission undertook several
enforcement actions, FTC staff note:

In its action against Twitter, Inc., the FTC alleged that the company gave almost all of
its employees administrative control over Twitter’s system. According to the FTC’s
complaint, by providing administrative access to so many employees, Twitter increased
the risk that a compromise of any of its employees’ credentials could result in a serious breach.
This principle comports with the [NIST] Framework’s guidance about managing access
permissions, incorporating the principles of least privilege and separation of duties.

Andrea Arias, The NIST Cybersecurity Framework and the FTC, FED. TRADE COMM’N: BUSINESS BLOG (Aug.
31, 2016 2:34 PM), https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-
framework-ftc (emphasis added).

3 See Commission Statement Marking the FTC’s 50th Data Security Settlement, supra note 4, at 1.


https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
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should have protected itself, leaving unconsidered whether the broader, overall, risk
and the security measures taken to address it were appropriate.

It also violates a basic principle of statistical inference by inferring a high prior
probability (or even a certainty) of insufficient security from a single, post hoc
occurrence. In reality, however, the conditional probability that a company’s security
practices were unreasonable given the occurrence of a breach may be higher than
average, but assessing by how much (or indeed if at all) requires the clear
establishment of a baseline and a rigorous evaluation of the contribution of the
company’s practices to any deviation from it. The FTC’s approach woefully fails to
accomplish this, and, as discussed in more detail below, imposes an effective strict
liability regime on companies that experience a breach, despite its claim that “the
mere fact that a breach occurred does not mean that a company has violated the law.”
In fact, however, the Commission should be walking through a thorough analysis
based on Section 5(n) — one that requires an examination of elements very much like
those found in a traditional negligence analysis.

B. The Effective Disregard of Causation

Section 5(n) unambiguously requires some causal connection between the allegedly
unfair conduct and injury. While the presence of the “likely to cause” language
complicates this (as we discuss below), causation remains a required element of a
Section 5 unfairness case. The FTC, however, seems content to assume causation
from the existence of an unauthorized disclosure coupled with virtually any conduct
that deviates from practices that the Commission claims could have made disclosure
less likely.

As noted above, this sort of inductive approach unaccompanied by an assessment of
ex ante risks, costs, and benefits is insufficient to meet any reasonable interpretation
of the limits placed upon the FTC by Section 5(n).

Whatever the standard for “unreasonableness,” there must be a causal connection
between the acts (or omissions) and injury. Even for “likely” harms this requires not
merely any possibility but some high probability at the time the conduct was
undertaken that it would cause future harm.** Thus, with respect to Complaint
Counsel’s assertion in LabMD that, in effect, all data held by LabMD was at risk, the
ALJ found that

3 See Initial Decision at 54, In the Matter of LabMD Inc., (No. 9357), 2015 WL 7575033 (Fed. Trade
Comm. Nov. 13, 2015)
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Complaint Counsel’s theory that harm is likely for all consumers whose
Personal Information is maintained on LabMD’s computer network,
based on a “risk” of a future data breach and resulting identity theft
injury, is without merit.... To find “likely” injury on the basis of
theoretical, unspecified “risk” that a data breach will occur in the future,
with resulting identity theft harm, would require reliance upon a series
of unsupported assumptions and conjecture. Second, a “risk” of harm is
inherent in the notion of “unreasonable” conduct. To allow unfair
conduct liability to be based on a mere “risk” of harm alone, without
regard to the probability that such harm will occur, would effectively
allow unfair conduct liability to be imposed upon proof of unreasonable
data security alone. Such a holding would render the requirement of
“likely” harm in Section 5(n) superfluous, and would contravene the
clear intent of Section 5(n) to limit unfair conduct liability to cases of
actual, or “likely,” consumer harm.*®

But the Commission, in its turn, disagreed:

The ALJ’s reasoning comes perilously close to reading the term “likely”
out of the statute. When evaluating a practice, we judge the likelihood
that the practice will cause harm at the time the practice occurred, not
on the basis of actual future outcomes.*

This is true, as far as it goes, but even such an undertaking requires some specificity
regarding expected risks and some proof of a likely causal link between conduct and
injury. The FTC’s reasonableness approach assumes, but does not establish, that
causal link.

And the problem is significantly magnified under the “likely to cause” prong of the
statute. In fact, as the AL] in LabMD discussed, because “likely” to cause harm is so
speculative, reviewing courts are hesitant to allow purely “likely” harms to support
Section 5 actions:

In light of the inherently speculative nature of predicting “likely” harm,
it is unsurprising that, historically, liability for unfair conduct has been
imposed only upon proof of actual consumer harm. Indeed, the parties
do not cite, and research does not reveal, any case where unfair conduct

% Id. at 81.
36 FTC LabMD Opinion, supra note Error! Bookmark not defined., at 23.

(cont.)
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liability has been imposed without proof of actual harm, on the basis of
predicted “likely” harm alone.?”

It simply cannot be the case that Congress added the “likely to cause” language so
that the Commission might avoid having to demonstrate a causal link between
conduct and injury — even “likely” injury.

C. Breach Is Not (or Should Not Be) the Same Thing as
Harm

There is a close connection between the problems with the FTC’s approach to
causation and its approach to injury, especially with respect to conduct that is
deemed “likely to cause” injury. The Commission seems willing to treat a breach
itself as a “harm,” which gives it room to pursue targets for causing “likely harm”
when there has been no problem at all. Of course, the Commission’s explicit
statements hold that a mere breach alone is not harm.”® And, for most of its history,
starting with the Commission’s first data security case, Eli Lilly,’” the Commission’s
decisions have also suggested that a breach alone cannot constitute a harm. That is
no longer the case.

The underlying theory of materiality (a proxy for harm)* in Eli Lilly, is not in any way
explicated by the FTC. It also never seeks to defend its implicit assertion of either
materiality or “detriment,” nor does it even acknowledge the novelty of the theory of
harm involved. But it seems clear that mere exposure of just any information alone
would not be sufficient to cause harm (or establish materiality); rather, harm would
depend on the context, and only embarrassing or otherwise reputation-damaging
disclosures caused by certain people viewing certain information would suffice.

Thus, Eli Lilly does not quite arrive at, but certainly sets the stage for, the
development of a de facto strict liability theory in the FTC’s data security enforcement

3 See, e.g, Commission Statement Marking the FTC’s 50th Data Security Settlement, supra note 4, at 1.
(“The mere fact that a breach occurred does not mean that a company has violated the law”).

* In the Matter of Eli Lilly & Co., 133 F.T.C. 763, 766-767 (May 8, 2002).

* The connection between materiality and injury in the FTC’s deception and unfairness cases is explored
in detail in Geoffrey A. Manne, R. Ben Sperry & Berin Szdka, In the Matter of Nomi Technologies, Inc.: The
Dark Side of the FTC’s Latest Feel-Good Case, ICLE ANTITRUST & CONSUMER PROTECTION RESEARCH
PROGRAM WHITE PAPER NO. 2015-1 (2015), available at http://laweconcenter.org/images/articles/icle-
nomi white paper.pdf.
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cases: The existence of a breach of particularly sensitive information (a harm) was
used as the basis for inferring actionable liability (a violation of a duty).

The problem, of course, is that the Commission itself admitted that the disclosure
was inadvertent, and it has repeatedly asserted that perfect security is impossible. Yet
in its Complaint and in its Order, the Commission failed to match the specific facts
of the case to the duty defined by Eli Lilly’s privacy policy, and, therefore, failed to
analyze how exactly the particular facts of the case (or of subsequent cases) converted
this particular data breach into conduct giving rise to liability.

Although its surely the case that Eli Lilly intended there to be no breaches of data,
its privacy policy actually made no such assurances. It may have failed to do the
specific things the Commission noted, but whether or not those omissions
constituted a failure “to protect the confidentiality [of users’] information” (as
claimed in its privacy policy) in a world in which everyone (including the FTC) knows
that perfect protection is impossible is not actually established. Nor is it established,
in such a world, whether mere inadvertent disclosure as a result of such an expected
breach is really material (or would constitute injury in an unfairness case).

Of course, it might well be true that the FTC was correct in pursuing Eli Lilly,
particularly given the sensitivities around disclosure of the information at issue in
that place and time. The problem, however, is that because neither the precise nature
of the injury, nor its cause, were established, we have no idea on what precise basis
this was justified.

Problematic as this example may be (and it is), it has one thing in common with other
early data security cases: Harm (or materiality) is something distinct from breach,;
rather, it is a consequence of a breach. It need not be monetary, and it need not be
well-defined (which is bad enough). But there is a clearly contemplated sequence of
events that gives rise to potential liability:

1. A company collects sensitive data;
It purports to engage in conduct to keep that data secret, either in an explicit
statement or by an implicit guarantee to use “reasonable” measures to protect
it;

3. The information is nevertheless disclosed (e.g., there is a security breach)
because of conduct by the company that enables the disclosure/breach; and

4. The context or content of the disclosure significantly harms (or is used to
harm) consumers, or is likely to lead to significant harm to the consumer.
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The last element (significant harm/materiality) and its separation from the third
element (breach) is key. As Commissioner Swindle noted in a 1999 0*"'&+$:

We have never held that the mere disclosure of financial information,
without allegations of ensuing economic or other harm, constitutes
substantial injury under the statute.*!

12834456758 +#8"19:*; ., di<€=(:808%&4 ™ (O )" (+.""6:$€0#8%. 0", - ("2: & (t=:*; . $6¢
M) LS (H, (2-0824; &8 & (P - ) CH=18"2) L 348 88k AN regardlesst (. +44 (%4 -4
, (+"8B26+, 8", X+ (O 4318, UCi8%&h. - ) 4. +08%643: 4. , W38, . ) &iSeH" . ) &+, 42

The Report’s connection between “unexpected revelation” and harm is not, in fact,

obvious and everywhere applicable, and certainly should be demonstrated by

empirical evidence before the FTC proceeds on such a theory. Yet the Commission
has not proceeded this way.

Most recently, in LabMD, the Commission asserted that mere exposure of
information suffices to establish harm.* Despite also having said that breach alone
does not give rise to liability, the Commission’s approach in LabMD is, in fact,
tantamount to saying that any conduct that causes breach causes harm.

The examples the Commission adduced to support the assertion that inadvertent
exposure in LabMD constituted harm all entailed not merely exposure, but actual
dissemination of personal information to large numbers of unauthorized recipients
who actually read the exposed data.** Even if it is reasonable to assert in those
circumstances that “embarrassment or other negative outcomes, including
reputational harm” result from that sort of public disclosure,*
occurred in LabMD. That the third-party responsible for exposure of data itself
viewed the data — which is essentially all that happened in that case — cannot be the
basis for injury without simply transforming the breach itself into the injury. In a
number of data security cases that is precisely what occurs: a third party obtains (and

no such disclosure

1 In the Matter of Touch Tone, 1999 WL 233879, at *3 (April 22, 1999).
# FTC Privacy Report, supra note 24, at 8.

® See FTC LabMD Opinion, supra note Error! Bookmark not defined., at 18 (“Indeed, the Commission
has long recognized that the unauthorized release of sensitive medical information harms consumers”).
True, it limits this to “sensitive medical information,” but disclosure of any number of types of “sensitive”
medical information, especially if limited to a vanishingly small number of viewers, may not cause distress
or other harm.

# See generally In the Matter of MTS, Inc., 137 F.T.C. 444 (May 28, 2004) (No C-4110), available at
https://co00.2l/4emzhY (Tower Records liable for software error that allowed 5,225 consumers’ billing
information to be read by anyone, which actually occurred).

# FTC LabMD Opinion, supra note Error! Bookmark not defined., at 17.
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presumably views) information without authorization. If that alone is sufficient to
constitute “embarrassment or other negative outcomes, including reputational
harm” (or something sufficiently analogous), then, indeed, the FTC effectively treats
breach as harm.

D. The Truly Troubling Implication of the FTC’s Approach:
Mere Storage of Sensitive Data Can Constitute Conduct
“Likely to Cause’” Harm

A crucial and troubling implication of the Commission’s position is that it effectively
permits the FTC to read Section 5 to authorize an enforcement action against any
company that stores sensitive data, regardless of its security practices and regardless of
the existence of a breach.

To be sure, the Commission is unlikely to bring a case absent some unauthorized
disclosure of sensitive data.* But the standard adopted by the FTC permits it to infer
injury from any unauthorized disclosure and to infer that conduct is likely to cause
injury virtually regardless of the extent of increased risk of exposure attributable to
the conduct. The FTC’s interpretation thus effectively removes any identifiable limits
on its discretion to bring a data security action under Section 5.

If a third-party breach alone is a “harm,” it is not because of the intervention of a
third-party but merely the fact that data is exposed to anyone unauthorized to view
it. This means that information leaving the company in any unauthorized manner
would be sufficient to demonstrate actual harm — and therefore the potential of it
leaving the company would amount to likely harm. Because that potential always
exists even with the most robust of security practices, the only thing limiting the
Commission’s authority to bring an enforcement action against any company with
PII is prosecutorial discretion.

In order to properly infer unreasonable security, the FTC should have to
demonstrate that such exposure always or almost always occurs only when security is
unreasonably insufficient. Although there may be specific circumstances in which
this is the case, it manifestly is not the case in general. If every breach allows the FTC
to infer unreasonableness without showing anything more, it can mean only one of
two things: 1) that either the collection or storage of data is so unambiguously

* Nonetheless, the recent D-Link complaint is an example of an unfairness claim based solely on the
potential that a breach could occur. D-Link Dismissal Order, supra note 21, at 8. The HTC case was also
based on conduct that the FTC deemed could, but did not, in fact, lead to breach. HTC Complaint, supra
note Error! Bookmark not defined., at *6.
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perilous and costly in the first place that a strict liability standard is appropriate as a
matter of deterrence; or else 2) that breach always or nearly always correlates with
unreasonable security practices and the inference is warranted. Because we know the
latter to be untrue, the FTC’s theory of causation and harm places it in the
unreasonable position of implicitly asserting that the data collection and retention
practices crucial to the modern economy are inherently “unfair.”

E. Section 5 “Harms:” Costs Without Benefits

As noted above, and as explored in length in the attached paper, the Commission’s
willingness to regard harm, virtually without more, as the beginning and end of the
liability analysis under Section 5 is also decidedly problematic. While a firm that does
a poor job protecting users’ data may deserve to be penalized, such a conclusion is
impossible (and in violation of the statute) absent evaluation of the benefits
conferred by the same conduct that risks consumers’ data and the benefits the firm
may confer by investing the saved costs of heightened security (or user convenience)
elsewhere. As the Commission has itself committed, it “will not find that a practice
unfairly injures consumers unless it is injurious in its net effects.”*’ In practice there
is little evidence that the Commission adequately evaluates net effects.

Of crucial importance, the FTC’s unbalanced approach to evaluating the costs and
benefits of data security dramatically over-emphasizes the risks of data exposure (not
least by treating a mere incremental increase in risk as potentially actionable) and
fails to evaluate at all (at least publicly) the constraints on innovation and
experimentation imposed by its effectively strict-liability approach.

Even if one concludes that the FTC has the correct approach in general —i.e., that it
is preferable for the agency to adopt an approach that errs on the side of preventing
data disclosure — this still says nothing about how this approach should be applied
in specific instances. Unless we are to simply accede to the construction of Section 5
as a strict liability statute, the Commission must put down some markers that clearly
allow for a consideration of the benefits of imperfect data protection along with the
attendant costs.

A proper standard must also take account of the cost not only of adopting more
stringent security practices, but also of identifying and fixing security practices in
advance of a breach. It may be relatively trivial to identify a problem and its solution
after the fact, but it’s another matter entirely to ferret out the entire range of potential

7 Unfairness Statement, supra note 16, at 1073 (emphasis added).
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problems ex ante and assign the optimal amount of resources to protect against them
based on (necessarily unreliable) estimates of their likelihood and expected harm.

V. Conclusion

Until the Commission clarifies its Section 5(n) analysis, any particular sort of injury
delineated — e.g., particular types of informational injury that this workshop may
identify — will, as a practical matter, be swallowed up by the “likely” harm of data
breach. The problem is only magnified when the injury is informational, and thus
both the incidence and magnitude of the harm for each affected consumer is already
extremely difficult to assess.

The FTC is to be commended for undertaking this workshop, and for
acknowledging, simply by doing so, that it does not intend for its approach to amount
to one of strict liability. And, we hasten to add, although we firmly believe that that
is in fact the overall effect, the worst consequences have been avoided by the
Commission’s commendable exercise of restraint. But this is a tenuous basis on
which to rely, and it is at odds with the statutory requirements of Section 5. We urge
the Commission to continue the self-assessment begun with this workshop and to
address not only the (admittedly important) question of how to define harm, but also
the overall approach to unfairness enforcement in the data security context of which
harm is only one part.
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KHQ "5HDVRQDEOHMN ,VQ -W
Standard-less Data Security Standard
By Geoffrey A. Manne and Kristian Stout”

Introduction

Although the FTC is well-staffed with highly skilled economists, its approach to data
security is disappointingly light on economic analysis. The unfortunate result of this
lacuna is an approach to these complex issues lacking in analytical rigor and the
humility borne of analysis grounded in sound economics. In particular, the

7TKH )7

&RPPLVVLRQYY SBUHDVRQDEOHQHVV" DSSURDFK WR DVVHYV

are unfair under Section 5 of the FTC Act lacks all but the most superficial trappings
of the well-established law and economics of torts, from which the concept is
borrowed.

The mere label of reasonableness and the claimed cost-benefit analysis by which it is
assessed are insufficient to meet the standards of rigor demanded by those concepts.
Consider this example: In 2016 the Commission posted on its website an FTC staff
HQF RP L XtRe MbRss-Based approach [to data security] that the FTC has
followed since the late 1990s, the 60+ law enforcement actions the FTC has brought

WR GDWH D Q G5 WKMWLRDRA TR/HI V' ITHH M WiRs: FRPSDQLHV ~

From the outset, the FTC has recognized that there is no such thing as
perfect security, and that security is a continuing process of detecting

ULVNV DQG DGMXVWLQJ RQHY VoNehhFradddh, W\ SURIJUDP DQG

the touchstone of the FIC’s approach to data security has been

reasonableness * WKDW LV D FRPSDQ\fV GDWD VHFEXULW\ PF

reasonable in light of the volume and sensitivity of information the company

* Geoffrey A. Manne is the founder and Executive Director of International Center for Law &

(FRQRPLFV 3, &/(° D QRQSURILW QRQSDUWLVDQ UHVHDUFK FHQWHU ED
Associate Director for Innovation Policy at ICLE. The ideasexpr HVVHG KHUH DUH WKH DXWKRUVYT RZQ
QRW QHFHVVDULO\ UHIOHFW WKH YLHZV RI ,&/(TV DGYLVRUV DIILOLDWH

with questions or comments at icle@laweconcenter.org.

' Andrea Arias, The NIST Cybersecurity Framework and the FTC, FED. TRADE COMM f§: BUSINESS BLOG
(Aug. 31, 2016 2:34 PM), https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-
cybersecurity-framework-ftc.

(cont.)
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KROGYV WKH VL]H DQG FRPSOH[LWthebdsWKH FRPSDQ\TV |
that are available to address vulnerabilities, and other factors. Moreover, the

)7&1TV FDVHV IRFXV RQ ZKHWKHU WKH FRPSDQ\ KDV XQG

process to secure data.’

In its LabMD opinion WKH &RPPLVVLRQ GHVFULBkWitWKLY DSSUF
D Q D O BMtlsivhply listing out (some) costs and benefits is not the same thing as
analyzing them. Recognizing that tradeoffs exist is a good start, but it is not a sufficient
HQG DQG 3UHD¥iR @ E®OHd ghithing ‘other than the mercurial

preferences of three FTC commissioners 2 must contain analytical content.
A few examples from the staff posting illustrate the point:

[i]n its action against Twitter, Inc., the FTC alleged that the company
gave almost all of its employees administ UDWLYH FRQWURO RYHU 7ZLWW
V\VWHP $FFRUGLQJ WR WKH )7&YV FRPSODLQW E\ SUR

access to so many employees, Twitter increased the risk that a compromise

Rl DQ\ RI LWV HPSOR\HHVY FUHGHQMELDOV FRXOG UH\
principle comports with the [NIST] JUDPHZRUNYV JXLGDQFH DERXW
managing access permissions, incorporating the principles of least

privilege and separation of duties.*

7ZLWWHUTVY FRQGXFW LV GHVFULEHG DV KDYLQJ B3LQFULF
example even a recitation of the benefits is missing. But regardless, the extent of

increased risk sufficient to support liability, the cost of refraining from the conduct,

and any indication of how to quantify and weight the costs and benefits is absent.

Having disclaimHG D EHOLHI LQ 3SHUIHFW GDWD VHFXULW\ =~ W
effectively identifies actionable conduct as virtually any conduct, because virtually any

GHFLVLRQ FDQ 3LQFUHDVH WKH ULVN® DERYH D WKHRUHYV
not only to actual security decisions, but to decisions regarding the amount and type

of regular business practices that involve any amount of collection, storage, or use of

data.

2Id. Seealso &RPPLVVLRQ 6WDWHPHQW ODUNLQJ WKH )7&TV WK 'DWD 6HFXULW
2014), available at http://bit.ly/2hubiwv (emphasis added).

> Opinion of the Commission at 11, In the Matter of LabMD, Inc., (No. 9357), 2016-2 Trade Cas. (CCH
July 29, 2016) > K H U H LFQO_LWWIB Opidion ™ @

* Arias, supra note 1 (emphasis added).

(cont.)
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In another example, the staff writes:

ILNHZLVH LQ )UDQNOLQYYVY %XGJHW &DU 6DOHV ,QF W
FRPSDQ\ GLGQTW LQVSHFW RXWJRLQJ ,QWHUQHW WUL
unauthorized disclosures of personal information. Had these companies

used tools to monitor activity on their networks, they could have reduced the risk

of a data compromise or its breadth.’

&DQ UHDVRQDEOH" GDWD VhtEn WIKVD\WU H-TRAH QG KIDYHY WHARKS X
WKH ULV N TR, agald,HnBakskhat virtually no conduct need be sufficient,

because there is almost always something that could further reduce risk 2 including

limiting the scope or amount of normal business activity: 6 X UHO\ LW UHGXFHV WKH 3
of breach to, for instance, significantly limit the number of customers; eschew the

use of computers; and conduct all business in a single, fortified location.

But, of course, 3 U H D V Ri@DBdcu@dA F D Q 1 Wedditd ids: &iremes. But such
unyielding uncertainty over its contours means that companies may be required to
accept the reality that, no matter what they do short of the extremes, liability is
possible. Worse, there is no way reliably to judge whether conduct (short of obvious
fringe cases) is even likely to increase liability risk.

7TKH )7 &9 VLIMIFd&bEWWhlights the scope of the problem and the lack of
HFRQRPLF DQDO\WLFDO ULJRU HQGHPLF WR WKH )7&YV SX
be sure, other factors also contribute to the lack of certainty and sufficient rigor, (i.e.,
PDWWHUV RI SURFHVV DW WKH DJHQF\ EXW DW URRW

masquerading as an economic framework.°

LabMD, a small diagnostics laboratory, was (up until the FTC got involved) in the
business of providing cancer screening services to patients. As part of this business *
and as required by HIPAA and its implementing regulations *LabMD retained
patient data, including personally identifiable information (PII).” In 2007, Tiversa, a
SF\EHULQWHOOLJH Q F Hoyed- o5 DulgoyithddsK D \Akpldit PPSP

> Id. (emphasis added).

6 See, e.g., Maureen K. Ohlhausen, Opening Keynote, ABA 2017 Consumer Protection Conference, at 2-3
(Feb. 2, 2017), available at
https://www.ftc.cov/system/files/documents/public_statements/1069803/mko aba consumer protecti
on conference.pdf.

" Brief of Petitioner at 2, LabMD Inc. v. FTC, (11th Cir. Sep. 29, 2016) (No. 16-16270) [hereinafter
L.abMD 11* Cir. Petitioner Brief ~ @

(cont.)
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network vulnerabilities, downloaded from the computer of a LabMD employee a file

GXEEHG WKH 3 ILOH™ WKDW FRQWDLQHG 3,, RI DSSUR]|
Shortly thereafter, Tiversa engaged in what LabMD has characterized (in our
RSLQLRQ IDLUO\ DV D VKDNHGRZQ WR LQGXFH /DEO" WR
services. LabMD refused and fixed the P2P vulnerability itself.’

Following some fairly questionable interactions between the FTC and Tiversa, ™
LabMD came under investigation by the agency for over three years. In its
enforcement complaint the FTC ultimately alleged two separate security incidents:
the downloading of the 1718 file by Tiversa, and the mysterious exposure of a cache
Rl 3GD\ VKH K WiMnatldHondLhbMB and discovered in a dumpster in
6DFUDPHQWR &$ 7KH )7& DOOHJHG WKDW HDFK LQFLGHQ
to employ reasonable and appropriate measures to prevent unauthorized access to
SHUVRQDO LQIRUPDWLR Gkely tb Q@Ge, 3kbRaXdAlHiGury to
FRQVXPHUV« FRQVWLWXW>LQJ@ XQIDLU DFWV RU SUDF)
YLRODWLRQ RI 6HFWLRQ D RI WKH')HGHUDO 7UDGH &RP

The FTC brought the complaint before its AL], who ruled against the Commission

LQ KLV LQLWLDO GHWHUPLQDWLRQ KROGLQJ DPRQJ RW
PHDQV 2KDYLQJ D KLJK SUREDELOLMAN\thRth RHFEXUULQJ RU I
IDLOHG WR GHPRQVWUDWH WKDW /DEO'fV FRQGXFW KDCGC
consumers. The AL] here put down a critical marker in the case, one that gave some
GHILQLWLRQ WR WKH )7&TV GDWD VHFXULW\ VWDQGDUG
which the Commission may exercise its authority to prevent harms that are actually

likely to occur from those that are purely speculative.

Unsurprisingly, the FTC voted to overturn the ALJ] LabMD Initial Determination,
finding, among other things,

81d. at 3.
o Id. at 2-3.

10 See Staff Report: Tiversa, Inc.: White Knight or Hi-Tech Protection Racket?, Committee on Oversight and
Government Reform, U.S. House of Representatives, 113th Congress (Jan. 2, 2015).

1 Brief of Complainant at 5, In re Matter LabMD, Inc., (No. 9357) [hereinafter FTC Complainant Brief ].

12 Tnitial Decision at 42, In the Matter of LabMD Inc., (No. 9357), 2015 WL 7575033 (Fed. Trade Comm.
Nov. 13, 2015) [hereinafter 3ALJ LabMD Initial Determination” @ 7KH GD\ VKHHWY ZHUH XOWLPDWHC(
IURP HYLGHQFH EHFDXVH WKH )7& FRXOGQTW SURYH ZKHWKHU WKH GRF

could it prove how the day sheets made their way out of LabMD and to Sacramento.
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1.

7KDW 3D SUDFWLFH PD\ EH >OLNHO\ WR FDXVH VXEV\
of the potential injury is large, even if the likelihood of the injury occurring

LV ORZ -

7KDW WKH )7& HVWDEOLVKHG WKDW /DEO'YfVY FRQGXFW
WR FDXVH  LQMXU\ DV UHTXLUHG E\ 6HFWLRQ Q RI
7TKDW VXEVWDQWLDOLW)\ 3GR Hftati@ RWhatUHTXLUH SUH
important is obtaining an overall understanding of the level of risk and harm

WR ZKLFK FRQVXPHUV DUH H[SRVHG " DQG IXUWKHU
7KDW 3WKH DQDO\VLV WKH &RPPLVVLRQ KDV FRQVLYV
security actions, which is encapsulate G LQ WKH FRQFHSW RI pUHDVRQ
VHFEXULW\" HQFRP-EDIWVQVHVWWBE@DTRRVYW UHTXLUHG E\

unfairness test.!?

,Q DFWXDOLW\ KRZHYHU WKH &RPPLVVLRQYY PDQXIDFW]

which, as its name suggests, purports to evaluate data security practices under a

negligence-like framework zactually amounts in effect to a rule of strict liability for
any company that collects personally identifiable data.

This paper explores these defects, paying particular attention to the ) 7& TV GHFLVLRQ
in LabMD.

The inherent ambiguityof " UHDVRQDEOHu GDWD VHFXULW\
particularly at the FTC

There is a great deal of ambiguity about how the law should treat data and data
breaches. Within antitrust, for instance, there is a movementto LQFRUSRUDWH ILUPVY
collection and use of data into standard merger and conduct analyses. But in this
context, it remains unclear how (and whether) to do so. Data stores and data

collection and use practices are plausibly relevant components of non-price

competition, but non-price components (like reputation) are notoriously difficult to
quantify, not least because consumers have heterogeneous risk and privacy

preferences. So, too, data security practices can contribute to the perceived value of a
product or service from the consumer perspective, but quantifying that value with
any degree of precision is difficult, if not impossible.

Similarly, when there is a data breach, the calculation of the extent of harm (if any)
to consumers is difficult to measure. This is complicated, of course, by the fact that,

B FTC LabMD Opinion, supra note 3, at 11. LabMD has appealed the case to the Eleventh Circuit Court
of Appeals. LabMD, Inc. v. ET.C., (11th Cir. 2016) (No. 16 H6270).
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even assuming that particularized harm can be accurately assessed, that harm needs
to be balanced against the benefits conferred by decisions within the firm to optimize
a product or service for lower prices or in favor of other consumer-valued features,
such as ease-of-use, performance, and so forth.

Additionally, some, including the FTC, have asserted that exposure of information
is, in and of itself, a harm to individuals, apart from any economic consequences. In
the FTC LabMD Opinion, for instance, the Commission asserted that

the disclosure of sensitive health or medical information [that] causes
additional harms that are neither economic nor physical in nature but
are nonetheless real and substantial and thus cognizable under Section

Q JRU LQVWDQFH« GLVFORVXUH RI WKH PHUH IDFW V
performed irreparably breached consu PHUV Y SULYDF\ ZKLFK FDQ LQYRO
SHPEDUUDVVPHQW RU RWKHU QHJDWLYH RXWFRPHV L
KDUP

Legally, data security issues are addressed through either (or both) of two categories
of law: public law, by regulatory agencies enforcing consumer protection statutes or
provisions; and private law, typically by private litigants asserting tort claims like
negligence and trespass, as well as contract and fraud claims.

The FTC 2 obviously a consumer protection agency engaged in the enforcement of
public law 2 nevertheless evinces a curious pattern of enforcement that seems to
uneasily mix nominal principles derived from the common law of torts with an
asserted authority under Section 5 largely unbounded by precedent, strict adherence
to statutory language, or common law principles.

The Eleventh Circuit, in fact, took note of the problematic 3 KHDGV , ZLQ WDLOV \R
O R dhitacter of this interpretation of Section 5 during oral argument LQ /DEOQ'V
appeal from the FTC LabMD Opinion:

Judge Robreno: There is a difference between tort law «in the common

law application and in [a] government rule as to what is reasonable and

QRW UHDVRQDEOH , W lit QbnsW Ko, W fatWKH HVVHQFH
\RXTUH VD\LQJ LV DQ XQOLPLWHK@BaHRMAHQVH WR ILIJXUH
unreasonable in the economy. And the Commissioners will sit around

and decide what is reasonable and ] GRQYYW EHOLHYH WKDWTTV D JRRG S

policy objective.

4 FTC LabMD Opinion, supra note 3, at 17.



WHEN REASONABLE ISN T PAGE 8 OF 50

FTC: Welll EHOLHYH WKDWSYV H[DFWO\ £€KDW &RQJUHVV LQW

Judge Tjoflat: Every time something happens, which heretofore was
thought to be reasonable in the industry say, all of a sudden becomes
unreasonable because in hindsight you realize well this could have been
avoided «

FIC 7KH &RPPLVVLRQ GRHVQTW DEFWe LQ WHUPV RI K
&RPPLVVLRQ DFWHG KHUH LQ WHUPV RI ZKDW ZDV UHDV

Judge Tjoflat: ITP WDONLQJ DERXW \RXU MXVW SODLQ XQUHDV
FTIC ,WYV FHUWDLQO\ WUXH WKDW VRPHWKLQJ WKDW FF

might not be reasonable tomorrow...

Judge Wilson 'RHVQIW WKDW XQGHUVFRUH WKH LPSRUWDC(
significance of, a rulemaking, otherwise you are regulating data security
on a case by case basis, right?

FTIC :H DUH UHJXODWLQJ GDWD VHFXULW\ RQ D FDVH E\
exactly what the Supreme Court in Bell Atlantic and Chenery said that an
DIJHQF\ LV HQWLWOHG WR GR«

Judge Tjoflat $QG LW GRHVQIYW PDWWHU ZKHWKHU WKH VXEN
at all?

FTC: Correct. Correct.!

:KLOH WKH )7&YV VFDWWHUVKRW DSSURDFRKkcdtFRXOG EH GF
specific nature of reasonableness for data security, in practice it results largely in
excessive ambiguity (which further reinforces its discretionary authority). One 2014

study, for example, combed through the (then) 47 FTC data security actions and
FREEOHG WRJHWKHU D OLVW RI SUHDVRQDEOH SUDFWL

Y Oral Argument at 34-36, LabMD Inc. v. FTC, (11th Cir. Sep. 29, 2016) (No. 16-16270) [hereinafter
3/ D E QI'th Circuit 2UD O $ U, huaiibe QW ~

https://www.cal l.uscourts.cov/system/files force/oral argument recordings/16-

16270.mp3’download=1 (transcript on file with the authors).

(cont.)
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benchmark.!® SHYLHZLQJ WKH )7 & 3purhzr€ddly dnkdn(paddiQehtd
approach to data security 2 the study found that

the standard language that the FTC uses is terse and offers little in the
way of specifics about the components of a compliance program.
Consequently, anyone seeking to design a program that complies with
FTC expectations would have to return to the complaints to parse out

what the FTC views as 3 X Q U H D V R faghtion, reasonable 2

privacy and data security procedures.!?

At the same time, at least one former Federal Trade Commissioner has described the
2014 NIST Cybersecurity Framework® DV 3IXOO\ FRQVLVWHQW ZLWK V
enforcement fra P H Z R UAhd yet the NIST Framework itself is a compendium of
five separate industry standards, each comprising, respectively, only 66, 48, 28, 24 or

Rl WKH SUHDV R QD E OH "th& bfWDcoMtHderXdSto/theSSUDFWLFHV
)7&TV FRQVHQW RUGHUYV

In other words, even the most comprehensive industry standards 2 WKH 31 X0OO0\
FRQVLVWHQW ™ 1 26sinptdiidR ZZ WIKNWKH VHW RI S UHDVRQDEOF
WKDW PLJKW EH GHULYHG |U ReRved RKOB2 nd&OIY ' AR QVHQW RUG
one commenternoted 3QR FRPSDQ\ FRXOG SRVVLEO\ HIHFXWH HYF
in the 400-plus-page NIST 800-53, even with a full IT department and certainly not
ZLWKRXMMdReQrdl, data security covers a wide scope of activities beyond

technological measures, including such mundane practices as implementing

16 See Patricia Bailin, What FTC Enforcement Actions Teach Us About the Features of Reasonable Privacy and
Data Security Practices, IAPP/Westin Research Center Study (Oct. 30, 2014), available at
http://bit.ly/2h]kIWR.

T1d. at 1.

B1DWTO ,QVW RHaBAMHG M Impibdihl@itical Infrastructure Cybersecurity, ver.1.0 (Feb. 12,
2014) [hereinafter 31,67 ) U DB Na@able at heep://bit.ly/2h]slfy.

1 FTC Commissioner Julie Bril, 2Q WKH JURQW /LQHV 7KH, K&QBWIGrROH LQ 'DWD 6HFXUI
%HIRUH WKH &HQWHU IRU 6WUDWHJLF DQG ,QWHUQDWLRQDO 6WXGLHV &
Rl ,QGHSHQGHQW $JHQFLHV LQ &dBadhdhHE XU AR frz] @1hipBasis

added)

20 See Kristina Rozan, +RZ 'R ,QGXVWU\ 6WDQGDUGV IRU 'DWD 6HFXULW\ ODWFK 8S
35HDV R QD E CCHnd WN: MQAGSTRIAMEaX for Liability Avoidance?, iapp.org (Nov. 25, 2014),

available at http://bitly/2h]siAs.
T B6HH 1DWYO ,QV W Sechity dM\P@ Mty CoitriolsHdk Federal Information Systems and
Organizations, NIST Special Publication 800- 5HY $SuU > 31 @Baflable at

http://bit.ly/2h]tB2].

2Rozan, +RZ 'R ,QGXVWU\ 6WDQGDUGYV IRU 'DWD 6HFXULW\ ODWFK 8S ZLWK V
Standards, supra note 20.



http://bit.ly/2hJkIWR
http://bit.ly/2hJslfy
http://bit.ly/2hJrrzJ
http://bit.ly/2hJsiAs
http://bit.ly/2hJtB2j

WHEN REASONABLE ISN T PAGE 10 OF 50

password-change policies, searching employee bags on the way out of work, and best-
practices education.

7KH SULPDU\ SUREOHP RI FRXUVH LV WKDW XQOLNH WK
of possible practices is just that: a catalogue, without a discernible analytical

framework to guide its application to specific facts. This is not how the common law

operates.

To see this, imagine that a group of academics, lawyers, and judges were asked to

drafta 3 Bstatement of the Law of Data Security” EDVHG RQ3WKRPPRQIQ/D Z"
of consent decrees, guidance documents, and blog posts. Would it be possible to

render an informative compendium describing the logic of the cases and the
application of their outcomes to a range of factual, procedural, and legal
circumstances! Would it, in other words, come close to looking like the Restatement

of Torts?

The FTC has (to our knowledge) never attempted to do any analysis that approaches
the rigor of a judicial decision. Frequently, relevant facts are lumped together or
elided over entirely in complaints and investigation notices, and rarely, if ever, does
the Commission identify which facts were essential to its unfairness determination;
certainly it never identifies the relative importance, scale, or impact of any of those
facts on the ) 7&fV GHFLVLRQ WR XQGHUWDNH DQ HQIRUFHPHC
elements of the resulting consent order. Thus, for example, none of the
&RPPLVVLRQYTYVY VHWWOHPHQW \es Rieh RN HasiV WDWHPHQW
question of how a target J[s¥e 2 or even of the size of the data breach in question 2

bears onthe FR P S D Q\ 8 uhBekefReXaddbay for) any particular data security

practices.

Yet without that basic data it would be next to impossible to build something like a
3 Bstatement of Data Security ~ sufficient to enable a lawyer to assess the likely

liability ULVN R1 D ILUP TV SBUMphrEXIO BrthnFm QG X F W
Finally EHFDXVH RI WKH )7&7TV g3stQddid B HécaBeQ® HYROYLQ

standards are developed through one-sided consent decrees with limited application

DQG OLWWOH LI DQ\ &I NQRYQDIODWLYH3GER @RQNWRZ

[WIH GRQIW NQRZ ZKbxW, whdtheBdthe fitdrids GhR Z

KDYH QRW \HW EHHQ DGGUHVVHG E\ WKH )7& DUH 3UHDV
ZH GRQYW HYHQ NQRZ ZKHWKHU WKHUH LV« D FRPSUI
VHFXULW\ VWDQGDUG (YHQ LQ WKRVH FDVHV WKDW KD

know how high the reasonableness bar is set. Would it be enough for a
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company to elevate its game by just an increment to clear the

reasonableness standard? Or does it have to climb several steps to clear
the bar???

. The )7& - KQUHDVRQDEOH “UH bppfosgghto@dddaQ HV V
security

Consumer welfare is the lodestar of Section 5. Like the consumer-welfare-oriented
antitrust laws, Section 5 does not proscribe specific acts but is a general standard,
GHVLIQHG WR SHQDOL]JH DQG GHWHU 3XQIDIEU" FRQGXFW
without sweeping in pro-consumer conduct that does not cause demonstrable harm

RU WKDW LV SUHDVRQDEO\ DYRIEGDEOH" E\ FRQVXPHUV W

In form, Section 5(n) and the Unfairness Statement from which it is derived
incorporate a negligence-like standard,? rather than a strict-liability rule. Section 5(n)
states that

2 Omer Tene, The Blind Men, the Elephant and the FTC §Data Security Standards, PRIVACY PERSPECTIVES
BLOG (Oct. 20, 2014), available at http://bit.ly/2h]wlwl (emphasis in original).

# See FTC LabMD Opinion, supra note 3, D W TXRWLQJ ,Q WKH ODWWHU RI ,QWTO +DUYHV'
949, 1073 (1984) [hereinafter Unfairness Statement ~ @ 3% Y EaH 1 bh ihe\VAb i of lower costs and «

lower prices for FRQVXPHUV DQG WiKidt B8R R 4 plavticeRiffaitly injures consumers

unlessitiV . LQMXULRXV LQ LWV QHW HIIHFWV §°

5 In point of fact, Section 5 most likely contemplates more than mere negligence, e.g., recklessness. As

/DEO'YfVY LQLWLDO PHULWY EULHI DUJXHV

While the FTC correctly recognized that something more than satisfaction of Section

Q LV UHTXLUHG WKH 2SLQLRQ HUUHG om@hingVLQJ 3 XQUHDVRQDEQO
more. Instead, culpability under Section 5 requires a showing that the practice at issue
was not merely negligent (ie, S XQUHDVRQDEOH" EXW LQVWHDG LQYROYHG PRU
conduct, such as deception or recklessness2QDPHO\ WKDW WKH SUDFWLFH ZDV 3XQIDLU
SODLQ PHDQLQJ RI pXQIDLUY LV pPDUNHGBEAcLQMXVWLFH SDUWLDC
Unifund CCR Partners, 601 F.3d 1185, 1200 (11th Cir. 2010) (quoting Merriam-
Webster Online Dictionary (2010)); see Wyndham, 799 F.3d at 245 (suggesting that, to
WKH HIWHQW 3WKHVH DUH UHTXLUHPHQWY RI DQ XQIDLUQHVY FODL
EDVHG RQ GHIHQ eh@iNftdhebd) O\ it IXEQ \R&hil Sec. Breach
Litig., 564 F.3d 489, 496-97 (1st Cir. 2009) (analyzing unfairness under Massachusetts
FRQVXPHU SURWHFWLRQ VWDWXWH ZKLFK LQFRUSRUDWHYV 3)7& FL
VWDWXWH FRYHVU\WVFR@Q®XPWIUBQIGRKLQGLQJ GHIHQGDQWTYV DOOHJHG
DQG SURWUDFWHG UHFNOHVV FRQGXFW" PHW WKH 3HJUHJLRXV FR
PDGH QR ILQGLQJ WKDW /DEO'YV IDLOXUH WR HPSOR\ WKH $GGLWLR
deceptive or reckless or otherwise involved conduct sufficiently culpable to be declared
3XQIDLU ©~ 7KH DEVHQFH RI DQ\ ILQGLQJ WKDW /DEO'fV FRQGXFW IH
Rl WKH WHUP 3XQIDLU” UHQGHUHG WKH )7&TV 6HFWLRQ DQDO\VLV

(cont.)


http://bit.ly/2hJwlwI

WHEN REASONABLE ISN T PAGE 12 OF 50

The Commission shall have no autho ULW\ XQGHU Wdkdlawe VHFW LR Q «
unlawful an act or practice on the grounds that such act or practice is

unfair unless the act or practice causes or is likely to cause substantial

injury to consumers which is not reasonably avoidable by consumers

themselves and not outweighed by countervailing benefits to consumers

or to competition.?

&RQJUHVYV SODLQO\ LQOWHQGHG WR FRQMMWWBLQ WKH )7&!
hasty assumption that imposing nearly any FRVWY RQ FRQVXPHUV LV 3XQ
Unfairness thus entails a balancing of risk, benefits, and harms, and a weighing of

avoidance costs consistent with a negligence regime (or at least, with respect to the

last of these, strict liability with contributory negligence).?® Easily seen and arguably

encompassed within this language are concepts from the common law of negligence

such as causation, foreseeability and duty of care. As one court has described it in

the data security context, Section 5(n) contemplates

acostt EHQHILW Eh@|Rédidets M wurtber of relevant factors,
including the probability and expected size of reasonably unavoidable
harms to consumers given a certain level of cybersecurity and the costs
to consumers that would arise from investment in stronger
cybersecurity.?’

And the FTC itself has asserted that this language leads to D SUHDVRQDEOHQHVV’
approach that specifically eschews strict liability:

LabMD 11th Cir. Petitioner Brief, supra note 7, at 28. Although we agree with the thrust of this argument,

LQ WKLY DUWLFOH ZH FRQWHQG WKDW WKH 3VRPHMWKdd@d PRUH FRQWHP.
WKH )7&TV 3B UHDVRQDEOHQHVVY"  DSSURDFK DVVXPLQJ LW ZHUH HYHU SUI
GLVFXVVHG EHORZ SOLNHO\ WR FDXVH MXEiNMMpREQWLER ALJLQMXU\ ~ SURSHL
in LabMD) clearly entails a level of risk beyond that implied by mere negligence. Moreover, logic and,

arguably, the constitutional requirement of fair notice demand that the duty of care to which companies

are properly held for data security purposes be defined by standards known or presumptively known to

companies (e.g., widely accepted industry standards).

%15 US.C.A. 45(n).

2T No market interaction is ever without costs: paying any price, waiting in line, or putting up with

DGYHUWLVLQJ DUH DOO 3FRVWV™ WR D FRQVXPHU
2 See, e.g., Restatement (Second) of Torts § 291 (1965) (3: KHUH DQ DFW LV RQH ZKLFK D UHDVRQDE

would recognize as involving a risk of harm to another, the risk is unreasonable and the act is negligent if
the risk is of such magnitude as to outweigh what the law regards as the utility of the act or of the

particulaU PDQQHU LQ ZKLFK LW LV GRQH ~
» FTC v. Wyndham Worldwide, Inc., 799 F.3d 236, 255 (3d Cir. 2015).

(cont.)
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7TKH WRXFKVWRQH RI WKH &RPPLVAALIRQYIY DSSURDFK !
UHDVRQDEOHQHVV D FRPSDQ\fV GDWD VHFXULW\ PHDYV
and appropriate in light of the sensitivity and volume of consumer

information it holds, the size and complexity of its business, and the cost

of available tools to improve security and reduce vulnerabilities «  >hd @

Commission « does not require perfect security; reasonable and

appropriate security is a continuous process of assessing and addressing

risks; there is no one-sizefits-all data security program; and the mere fact

that a breach occurred does not mean that a company has violated the

law. %

Giving purchase to a reasonableness approach XQGHU WKH &RPPLVVLRQTV
guidance would seem to require establishing (i) a clear baseline of appropriate

FRQGXFW LL D ibriRfii5 D4 bFind (Hhi)YpkobBf\What its deviation

caused, or was significantly likely to cause, harm, (iv) significant harm, (v) proof that

the benefits of .. WKH FRVW VDYLQJV IURP LWV GHYLDWLRQ GL
costs, and (vi) ademo QVWUDWLRQ WKDW FRQVXPHUVY FRVWV RI DY

been greater than the cost of the harm.

But the Commission seems to disagree that a predictable analysis 2 or even notice of
how any analysis would work 2 is required at all. During oral arguments before the
Eleventh Circuit, the court questioned WKH )7& DERXW ZKDWhtZil HDVRQDEOH

and how litigants are expected to understand their obligations:

Judge Tjoflat: And business, industries, have got to figure out what the

CommissiRQ PHDQV E\ UHRMRI@RIDE @QKYHU NQRZ ZKDW WKH
Commission means, something happens and the Commission will say

it §unreasonable.

FTC Attorney: Well, let me say, this is not a close case at all. This is a
FDVH ZKHUH ZH KDYH«

Judge Tjoflat , TP QIRAY abdiDthis close case. Just the plain
unreasonableness test. An industry can think it § reasonable, and
something happens, and the Commission will say it §unreasonable 2in
hindsight you should have done such and such «

FTC Attorney: That happens to businesses in tort law all the time. It
FRXOG EH SHRSOH VD\ , GLGQYW UHDOL]H WKLV LV XQU

" &RPPLVVLRQ 6WDWHPHQW ODUNLQJ WKH s}fnfity2, st WK 'DWD 6HFXULW\ 6HW
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WKH WKLQJV WKDW \RX QHHG WR GR WR HVWDEOLVK Wtk
are the kind of things that are laid out in the available guidances...

Judge Tjoflat: There is a difference between tort law in the common law

application and in a government rule as to what is reasonable and not

UHDVRQDEOH , WKL &N pbKDWY MpWdidhs HVVHQFH

it seems to me, Rl ZKDW \RXJUH VD\LQJ LV DQ XQOLPLWHG OL
out what is reasonable and unreasonable in the economy. And the

Commissioners will sit around and decide what is reasonableand ] GR Q T W

EHOLHYH WKDW{fV D JRRG SXEOLF SROLF\ REMHFWLYH
FTC Attorney: Welll EHOLHYH WKDWfV H[DFWO\ ZKDW &RQJUHV\

Thus, in the view of the FTC, it need not engage with the distinct elements of a case,
nor offer an analysis of past cases, sufficient to give sufficient notice to investigative

targets beyond theirneHG WR DFW 2UHDVRQDEO\ -

Yet, by eliding the distinct elements of a Section 5 unfairness analysis in the data

security context, WKH )7&fV SUHDVR Q DHE@G\WY XEVL IIQRIULRDFKRQJIUF
plain requirement that the Commission demonstrate duty, causality and

substantiality, and perform a cost-benefit analysis of risk and avoidance costs. While

the FTC pays lip service to addressing these elements, its inductive, short-cut

approach of attempting to define reasonableness by reference to the collection of

practices previously condemned by its enforcement actions need not 2 and, in

practice, does not 2 actually entail doing so. Instead, we 3GRQIW NQRZ« ZKHWKHU «
practices that have not yet been addressed byt KH )7& DUH pddthHb VRN DEOHT
wedonfW NQRZ KRZ WKH &RPPLVVLRQ ZRXOG DFWXDOO\ ZHL

analysis.

In its LabMD opinion, for instance, the FTC claims that it weighed the relevant facts.
But if it did, it failed to share its analysis beyond a few anecdotes and vague, general
comparisons. Moreover, it failed in any way to adduce how specific facts affected its
analysis, demonstrate causation, or evaluate the relative costs and benefits of
challenged practices and its own remedies. The Commission asserted, for example,
that the exposed data was sensitive, but it said nothing about (i) whether any of it
(e.g., medical test codes) could actually reveal sensitive information; (ii) what

SURSRUWLRQ RI /DEO'TV VHQ VihaMdmYlkkitGobsit Bf tBDV H[SRVHG

business; (iv) the indirect costs of compliance, such as the opportunity costs of

31 LabMD 11th Circuit Oral Argument, supra note 15, at 35-36.
32 Tene, The Blind Men, the Elephant and the FTC §[Data Security Standards, supra note 23.
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implementation of WK H )réduffed remedies; and (v) the deterrent effect of its
enforcement action (among other things).

Perhaps more significantly, the FTC conducted an inappropriately post hoc
assessment that considered only those remedial measures it claimed would address
the specific breach at issue. But this approach ignores the overall compliance burden
on a company to avoid excessive risk without knowing, ex ante, which specific harm(s)
might occur. Actual compliance costs are far more substantial, and require a firm to
evaluate which of the universe of possible harms it should avoid, and which standards
the FTC has and would enforce. This is a far more substantial, costlier undertaking

than the FTC admits.

Implicitly, the Commission assumes that the specific cause of unintended disclosure
of PII was the only (or the most significant, perhaps) cause against which the company
should have protected itself. It also violates a basic principle of statistical inference
by inferring a high prior probability (or even a certainty) of insufficient security from
a single, post hoc occurrence. In reality, however, the conditional probability that a
FRPSDQ\TV VHF X1td inMasobablxvaty thdoktMreadd of a breach may
be higher than average, but assessing by how much (or indeed if at all) requires the
clear establishment of a baseline and a rigorous evaluation of the contribution of the
FRPSDQ\TV SUDF WitnHdW it WK QY &TWVYRSSURDFK ZRHIXOO\ |
accomplish this, and, as discussed in more detail below, imposes an effective strict
OLDELOLW\ UHJLPH RQ FRPSDQLHV WKDW H§SHULHQFH D

mere fact that a breach occurred does not mean that a company has violated the law ~

A. A duty without definition

Section 5(n) plainly requires a demonstrable connection between conduct and injury.

While the anticompetitive harm requirement that now defines Sherman Act

jurisprudence was a judicial construct,” Section 5(n) itself demands proof that an

3\ct or practice causes or is likely to cause substantial injury " EHIRUH LW PD\ EH GHFOD
XQIDLU %XW WKH )7&TV UHDVRQDEOHQHVYV DSSURDFK |
VWDWXWH ZKLFK QRZKHUH GHILQHVY DFWLRQDEOH FRQG
statute requires the agency to engage in considerably more in order to identify

unreasonable conduct. But even taking the FTC at face value and assuming
SUHDVRQDEOHQHVYV™ LV PHDQW DV VKRUWKDQG IRU WKH
6HFWLRQ Q  WakhHo Jeds&fiMensSisSdthRy deficient.

3 See, e.g., Continental T.V., Inc. v. GTE Sylvania, Inc., 433 U.S. 36 (1977).
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The FTC purports to engage in a case-by-case approach to unreasonableness,

eschewing prescriptive guidelines in an effort to avoid unnecessarily static

definitions. While agencies do have authority to issue regulations through case-by-

case adjudication,* that ability is not without limit. And despite the FTC{V UHOLDOQFH
XSRQ WKH 6 XSOHMNHBRRHNURYWKH SULQFLSOH WKDW LW LV

EHKDYLRUDO VWDQGDUGYV ytasDlGEsh X Ghbnb DML RQ -~ RQ D FDV
provide quite the support that the FTC claims.

To begin with, Chenery holds that agencies may not rely on vague bases for their rules

or enforcement actions and expect courts WR 3SFKLVHO ™ RXW WKH GHWDLOV

If the administrative action is to be tested by the basis upon which it
purports to rest, that basis must be set forth with such clarity as to be
understandable. It will not do for a court to be compelled to guess at
the theory underlying the agency's action; nor can a court be expected
to chisel that which must be precise from what the agency has left vague

DQG LQGHFLVLYH ,Q RWKHU ZRUGV p:H PXVW NQRZ ZK
EHIRUH WKH GXW\ EHFRPHV RXUV WR VD\ ZKHWKHU LW |

In the data security context, the ) 7 & avticular method of case-by-case adjudication

2 reliance upon D SXUSRUWHG 3 FRRRIRIQor:Ex &rdeR 2 entails

exactly the sort of vagueness that the Chenery court rejected as a valid basis for agency

action. The FTC issues complaints based on the 3UHDVRQ WR EHOLHYH"™ WKDW
act has taken place. Targets of these complaints settle for myriad reasons and no

outside authority need review the sufficiency of the complaint. And the consent

orders themselves are, as we have noted, largely devoid of legal and even factual

specificity. As a result, WK H )alitadr to initiate an enforcement action based

on any particular conduct is effectively based on an ill-defined series of previous

hunches 2 hardly a sufficient basis for defining a clear legal standard.

ButtKH )7 &YV UH Qhebe iF ddenrdiiR Qisguided than this, however. In
Chenery, the respondent, a company engaged in a corporate reorganization, was
governed by statutory provisions that explicitly required it to apply to the SEC for
permission to amend its filings in order to permit the conversion of its board

“6HF ([FK &RPPTQ VY , BKHQE40NURUS
35 Brief for Respondent at 49, LabMD Inc. v. FTC, No. 16-16270 (11th Cir. Sep. 29, 2016).
3¢ Chenery Corp., 332 U.S. at 196 97 (emphasis added).

(cont.)
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PHPEHUVY SUHIHUUHG VWRFN LQWR FRABRIQnY WRFN LQ Wk
the SEC TV D X WKIR:KthdMroposed amendment, the Court opined that:

The absence of a general rule or regulation governing management
trading during reorganization did not affect the Commission's duties in
relation to the particular proposal before it. The Commission « could
[act] only in the form of an order, entered after a due consideration of
the particular facts in light of the relevant and proper standards. That
was true regardless of whether those standards previously had been
spelled out in a general rule or regulation. Indeed, if the Commission
rightly felt that the proposed amendment was inconsistent with those
standards, an order giving effect to the amendment merely because there
was no general rule or regulation covering the matter would be
unjustified.?®

The Court thus based its holding on the fact that the SEC was, without question,
responsible for approving these sorts of transactions, and the parties were well aware
that they had to apply to the SEC for approval. Thus, the Court held, the SEC could
not help but act, and would have to rely upon either a prior rulemaking or a case-by-
case assessment based on previously established standards. There is no such certainty
with respect to FTC enforcement of Section 5, however. Instead, the FTC seeks
targets for investigation and exercises prosecutorial discretion without disclosure of
the basis upon which it does so. Targets have no particular foreknowledge of what
the FTC expects of them in the data security context. Thus, when the FTC
undertakes enforcement actions without clearly defined standards and under
constraints that ensure that it will not undertake enforcement against the vast
majority of unfair acts 2 and without any guidance regarding why it decided not to
undertake these actions 2 it does not set out a reasonable regulatory standard.
Rather TURP WKH WDUJHWTV S Rio@MedRdry ¥rid Hf#ctivefQ\ DFWLRQ L

arbitrary than it is regulatory.

This is not to say that reasonableness must be defined with perfect specificity in order
to meet the requirements of Chenery; reasonableness is necessarily a somewhat fuzzy
concept. But courts have developed remarkably consistent criteria for establishing it.
Thus, under typical negligence standards, an actor must have 2 and breach 2 a duty
of care before its conduct will be deemed unreasonable.’® This requires that the

3" Chenery, 332 U.S. at 201.
38 1d. at 201.
3 See STUART M. SPEISER, ET AL., 2A AMERICAN LAW OF TORTS, § 9:3 (2016).
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DFWRUYV GXW\ EH GHILQHG ZLWK HQRXJK VSHFLILFLW\ VW

breaches it.

,Q PRVW MXULVGLFWLRQV 3®*FDUH" LV GHILQHG E\ UHIHUF
specific legislative requirements, contractual obligations, or a prior judicial

determination of what prudence dictates.* Moreover, in most jurisdictions, the

appropriate standard of care reflects some degree of foreseeability of harm; there is

no duty to protect against unforeseeable risks.*!

In some other (non-datasecurity) contexts, the FTC has developed something
approaching a duty analysis for its unfairness cases. In In re Audio Communications,
Inc., for instance, the Commission pursued a company that specifically targeted
children with an advertisement bearing a cartoon rabbit that encouraged them to
surreptitiously call a 900 number that would end up applying charges to their
SDUHQWYV §.43KpRrQthk EBoin@i€ion pursued the unfairness claim on the
basis that children are relatively more vulnerable, and firms therefore owe a greater
duty of care when marketing to them. As FTC Commissioner Leary noted about the
case in a later speech:

Some 3infairness ~ cases seem primarily dependent on the particular
vulnerability of a class of consumers. Children are the most conspicuous
H[ D P S Bethwse children were directly targeted through television
ads on otherwise innocuous programs, parents had no reasonable way
to avoid the charges. There was no claim of misrepresentation and the
conduct might well have been entirely legal had the marketing appeals
been directed at adults. Moreover, there is no suggestion that it is
inherently wrong to advertise these particular services, or any others, in
a way that appeals to children.*

But the FTC has established no concrete benchmark of due care for data security,
nor has it properly established any such benchmark in any specific case. To be sure,

4 Restatement (Second) of Torts § 285 (1965).

1 1d. at § 302. See also David Owen, Duty Rules, 54 VAND. L. REV. 3,Q JHQHUDO DFWRUV DU
morally accountable only for risks of harm they do or reasonably should contemplate at the time of
acting, for the propriety of an actor's choices may be fairly judged only upon the facts and reasons that

wereors KRXOG KDYH EHHQ ZLWKLQ WKH DFWRU V SRVVHVVLRQ DW WKH WLP
?.,Q WKH ODWWHU RI $XGLR &RPPFTQV ,QF ) 7 &

 Thomas B. Leary, Unfairness and the Internet (Apr. 13, 2000), available at https://www.ftc.cov/public-
statements/2000/04/unfairness-and-internet.

(cont.)
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the Commission has cited to some possible sources in passing,* but it has failed to
distinguish among such sources, to explain how much weight to give any of them, or
to distill these references into an operationalizable standard. Not only was this true

DW WKH WLPH RI /DEO'fY DOOHJHG FRQGXFW EXW LW UH

later when the case was adjudicated, and still holds true today.

%YHFDXVH 3SHUIHFW™ GDWD VHFXULW\ LV LPSRVVLEOH C(
3L Q F UaHikk ¥fHreach are unfair.*” Some amount of harm (to say nothing of some

number of breaches) is fully consistent with the exercise of due care 2 Rl SUHDVRQDEOH"’

data security practices. For the statute to be meaningful, data security practices must

be shown to fall outside of customary practice 2 i.., to increase the risk of

unauthorized exposure (and the resulting harm) above so PH 3SFXVWRPBU\" OHYHO

before they are deemed unreasonable.

7KH ) 7d&ctkMn in LabMD asserted that this standard is sufficiently well-defined,

WKDW /DEO'fV IDLOXUH WR HQJDJH LQ FHUWDLQ VSHFLIL
occur, and thus that LabMD must have deviated from an appropriate level of care.*
But it is not the case that LabMD had no data security program. Rather, LabMD
employed a comprehensive security program that included a compliance program,
training, firewalls, network monitoring, password controls, access controls, antivirus,
and security-related inspections. ** While the Commission disputed some of these
practices, for every practice the FTC claims LabMD did not engage in, there were

other practices in which it inarguably did engage.*

And where, as in LabMD, the FTC focuses on the sufficiency of precautions relating
to the specific harm that occurred, it fails to establish the requirements for an overall
data protection scheme, which is the relevant consideration. The general security
obligations under which any company operates prior to a specific incident are not
necessarily tied to that incident. Ex ante, in implementing its security practices,
LabMD would not necessarily have focused particularly on the P2P risk, which was,
at the time, arguably not generally well understood nor viewed as very likely to occur.

%HIRUH 7LYHUVDTV LQFXUVLRQ /DEO' VXUHO\ IDFHG G

undertook measures to protect against them. Given this, the existence of P2P

# See, e.g., FTC LabMD Opinion, supra note 3, at 12 (referring to HIPAA as % useful benchmark for
UHDVRQDEOH EHKDYLRU’

#See &RPPLVVLRQ 6WDWHPHQW ODUNLQJ WKH sypfnffty2, at WK 'DWD 6HFXULW\ 61
% FTC LabMD Opinion, supra note 3, at 17-25.

*7 LabMD 11" Cir. Petitioner Brief, supra note 7, at 2 (citations to the record omitted).

®1d.
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software on one computer, in one department, and against its policy was hardly
inherently unreasonable in light of the protections LabMD did adopt. Despite
successfully avoiding all other security breaches, the Commission invalidated all of

IDEO'YV GDWD S U RMWdédaksd/df BR&SinBlEH(Dnlk¥ly) breach that did

occur.

The truth is that the FTC simply GLG QRW HVWDEOLVK WKDW /DEOQ'YV
insufficient to meet its duty of care. At best, the Commission argued that LabMD

failed to engage in some conduct that could be part of the duty of care. But even if

LabMD failed to engage in every practice derived from FTC consent decrees (most

of which post-date the relevant time period in the case), or some of the practices

described in one or more of the industry standard documents to which the FTC

refers, WKH )7& IDLOHG WR HVWDEOLYKuwhKi2w /DEO'fV SU

insufficient to meet a reasonable standard of care.

The failure to establish a baseline duty of care also means that companies may lack
constitutionally required fair notice of the extent of the data security practices that
might be deemed unreasonable by the FTC.*

The Eleventh Circuit, in fact, zeroed in on the fair notice issues at oral argument:

Judge Tjoflat: Well, but the problem 2 the reason for rulemaking is

WKHUH V QR QRWLFH IRU DQ\ RI WKHVH WKLQJV LQ WKF
UXOHPDNLQJ« <RX UH JRLQJ WR VHW SURSK\ODFWLF
Nobody knows they've been violating anything. We're going to create

something and you will violate «

FTC Attorney 5LJKW :HOO ,« DJUHH WKDW« WKDW V RQH UI
agency might use prophylactic rulemaking, of course. The Supreme
Court made very clear in Bell Aerospace and in the Chenery case that the
agency is entitled to proceed on a case-by-case adjudication, particularly
in situations like this where it's difficult to formulate ex ante rules. And
WKH UXOH WKDW WKH &RPPLVV bRQekhidy VHW IRUWK KHU
D GXW\ WR DFW UHDVRQDEO\ XQGHU WKH FLUFXPVWDQF

Judge Tjoflat: That's about as nebulous as you can get, unless you get
industry standards.!

# See FTC LabMD Opinion, supra note 3, at n. 23.

*® Gerard Stegmaier and Wendell Bartnick, 3VAFKLFV 5XVVLDQ 5RXOHWWH DQG 'DWD 6HFXU
Data-Security Requirements, 20 GEO. MASON L. REV. 673, 675-77 (2013).

' LabMD 11th Circuit Oral Arguments, supra note 15, at 23-24.
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This absence of fair notice resulting from the ) 7& fV FKRVHQisStdRIFHG XUHV

important as it is a cornerstone of constitutional due process:

The fair notice doctrine requires that entities should be able to
reasonably understand whether or not their behavior complies with the
law. If an entity acting in good faith cannot identify with
%scertainable FHUWDLQW\" WKH VWDQGDUGYV WR ZKLFK DQ D.

entity to conform, the agency has not provided fair notice.’?

The FTC 9 Ypproach, by contrast, effectively operates in reverse by inferring
unreasonableness from the existence of harm, without clearly delineating a standard
first. If the common law of torts had developed according to FTC practice, duty of
care would be defined, in effect, as conduct that does not allow (or has not, in clearly
analogous contexts, allowed) injury to occur. Not only does such an approach fail to
provide actors with a reliable means to determine the specific conduct to which they
must adhere, it fails even to provide a discernible and operationalizable standard of
care.

Such an approach is tantamount to a strict liability regime 2 in marked contrast to
the regime that Congress implemented in Section 5(n).

I. The difficulty of establishing a duty of care to prevent the acts
of third parties — and the FTC’s failure to do so

An important peculiarity of data security cases is that many of them entail intervening
conduct by third parties 2 in other words, information is disclosed to unauthorized,
outside viewers as a result of an incursion (breach) by third parties rather than
removal or exposure by employees of the company itself. There is some question
whether the FTC Act contemplates conduct at all that merely facilitates (or fails to
prevent) harm caused by third parties, rather than conduct that causes harm to

>2 Stegmaier and Bartnick, supra note 50, at 677. Note that the fair notice doctrine has not been

incorporated into any Supreme Court cases to date. Thus, this formulation comes from the D.C.

&LUFXLWIV MXJ4d €8V, Sdd ekt fska Irblatively stronger version of the doctrine. By

contrast, some o WKHU FLUFXLWYV UHTXLUH OLWWOH PRUH WKDQ DFWXDO QRWLF
FRQVLVWHQW ZLW K. WIK H.45, the S&tnkhF¥duM\fequires that regulations are not

3LQFRPSUHKH QN E ©rddsYBpdladCo. v. OSHRC, 827 F.2d 46, 50 (7th Cir. 1987). And

3 >ShWS@ond, Ninth, and Tenth Circuits have used a test that asks whether plreasonably prudent person,

familiar with the conditions the regulations are meant to address and the objectives the regulations are

meant to achieve, has fair warning of what the regulations require. Y Id.

(cont.)



WHEN REASONABLE ISN T PAGE 22 OF 50

consumers directly.”> But even if the FTC does have authority to police third-party
breaches (and thus the appropriate security measures to reduce their risk),’* the fit
between such conduct and Section 5 remains uneasy.

The FTC has traditionally used its unfairness power to police coercive sales and
marketing tactics, unsubstantiated advertising, and other misrepresentations to
consumers; in such cases, there is a more direct line between conduct and harm.> In
GDWD VHFXULW\ FDVHV KRZHYHU WKH DOOHJHG XQIDL!
failure to take precautions sufficient to prevent D WKLUG SDUW\TV LQWHUYHQL(

action (i.e., hacking).

In negligence, third-parties can certainly create liability when the defendant has some
special relationship with the third-party 2 such as a parent to a child, or an employer
to an employee 2and is thus reasonably on notice about the behavior of that
particular party. The law also imposes liability in certain circumstances despite the
intervening behavior of totally unpredictable and uncontrollable third parties 2 e.g.,
in some strict product liability cases.

But in part because intervening conduct does frequently negate or mitigate liability,
eVWDEOLVKLQJ GXW\ DQG RI FRXUVH FDXVDWLRQ ZKHL
proximate cause of injury entails a different and more complex analysis than in a
SGLUHFW KD WPFTE BpicHly psyslsWnt\Attention to the nature of third-
party conduct GHVSLWH LW WeabNaWldHaddMbpRofiatdV/sKel iy is3a

continuous process of assessing and addressing risks. ~

In LabMD, for example, the breach at issue was effected by a third-party, Tiversa,

employing an unusual and unusually invasive business model based upon breaching

| L U Re¥ilirks in order to coerce them to buyits VHFXULW\ VHUYLFHYVY 'HVSLWH
problematic behavior (let alone its subsequent, rather suspicious conduct in working

with FTC investigators to develop the case), the FTC did not (at least in its public

presentations of its analysis) assess the paUWLFXODULWLHYV RI 7LYHUVDYV
likelihood that a company would fall prey to it, and the likelihood of other risks that

could have arisen bt EHHQ SUHYHQWHG E\ SURWHFWLQJ DJDLQV
$VVHVVLQJ ZKHWKHU /DEO'YV IFR @EARW RdBIADYFHINVN/OIWL D W

53 See generally Michael D. Scott, The FTC, the Unfairness Doctrine, and Data Security Breach Litigation: Has
the Commission Gone Too Far?, 60 ADMIN. L. REV. 127 (2008).

> See, e.g., Wyndham, 799 F.3d at 248 49.

% See generally Richard Craswell, Identification of Unfair Acts and Practices by the Federal Trade Commission,
1981 Wisc. L. REv 107 (1981).
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requires DPRQJ RWKHU WKLQJV DVVHVVLQmmiddRdds, OLNHON ZDV
thirdparty FRQGXFW EHIRUH LW RFFXUUHG DQG WKH H[WHQW
imperfect) protections against other FRQGXFW UHDVRQDEO\ SURWHFWHG LC
as well. The fact that Tiversa succeeded in obtaining PII from LabMD does not, of

FRXUVH PHDQ WKDW /DEO'TV RM&UEQP2ERWIO VHFEFXULW\
elements 2 ZDV 3XQIDLU ~

:KLOH W K Hcigidn&d§leVdi€aiHs more general risks of P2P file-sharing services,

LW IDLOV WR GLVWLQJXLVK EHWZHHQ WKH ULVN RI LQDC
3 3 FRQGXFW Drgetxiordl NabtkidgV DKW GHFLVLR QePWaYHUWYV WKDW
a high likelihood of harm because the sensitive personal information contained in

the 1718 file was exposed to millions of online P2P users, many of whom could have

easily found the file. *® But, of course, HYHQ LI W\SLFDO 3 3 XVHUV 3FRXOG
the file, thissays it OH DERXW WKH OLNHOLKRRG WKDW WKH\ ZRXO
it, that they would bother to look at it. As the FTC LabMD Opinion notes, the 1718

ILOH ZDV RQO\ RQH RI ILOHV RQ D VLQJOH HPSOR\HH
LimeWire (a P2P filesharing program), the vast majority of which were music or

videos. Certainly, just because Tiversa identified and accessed the file says next to

nothing about the likelihood that a typical P2P user would.*

To be sure, the FTC was correct to discuss this risk (and other risks) that did not give
rise to the specific alleged injury at issue in the case. And it is likewise appropriate to
question security practices that could give rise to breach even if they did not (yet) do
so. But it cannot establish that the protections that LabMD employed to ameliorate
inadvertent exposure of PII left documents unreasonably protected on the basis that

non-hackers 3 FRXOG” KDYH DFFHVVHG WKHP /DEO' KDG D SROLF
P2P programs, and it periodically checked HP SO R\HHV Y, amBP SeWW H U V

%6 FTC LabMD Opinion, supra note 3, at 21 (emphasis added).

ST Importantly, while Tiversa used proprietary software to scour P2P networks for precisely such

LQDGYHUWHQWO\ VKDUHG ILOHV W\SLFDO 3 3 XVHUV WKH 3PLOOLRQV R
Commission) use(d) programs like LimeWire to search for specific files (e.g., mp3s of specific songs or

specific artists), UDUHO\ LI HYHU YLHZLQJ D IROGHUTTV IXOO FRQWHQWYV /LPH:LU
VHIJUHIJDWHG FRQWHQW E\ W\SH VR WKDW XVHUV ZRXOG KDYH WR ORRN
3SPXVLF™ RUecgYih @ddrRoMee them (and even WKHQ D XVHU ZRXOG VHH RQO\ D ILOHTYV C
contents). Given the prevalence of malware and viruses being shared via P2P networks, typical users were

generally reluctant to access any strange files. And, although it is true that a user would not need to

search for the exact filename in order to be able to see it, the file at issue in this case, named
SLQVXUDQFHDJIJLQIBXOG QRWIOLNHO\ KDYH kRN dpGIPR\RQHIYV LQWHUHYV

users searching for music and videos.

(cont.)
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things. Given the actual risk of inadvertent exposure, this may well have been
sufficient (at minimum, the evidence in the case suggests that it was sufficient to
confine P2P file-sharing to a single computer from which very little sensitive

LQIRUPDWLRQ ZDV WDNHQ %XW ZH VLPSO\ GRQYIW NQRZ

sufficient to meet its reasonable duty of care because the FTC never assessed this.®
B. 7KH )7&-V HIIHFWLYH GLVUHJDUG RI FDXVDWLRQ

Section 5(n) unambiguously requires that there is some causal connection between

WKH DOOHJHGO\ XQIDLU FRQGXFW DQG LQMXU\ :KLOH WI
language complicates this (as we discuss at length below), causation remains a

required element of a Section 5 unfairness case. In ways we have already discussed

(and others we discuss below), however, the FTC seems content to assume causation

from the existence of an unauthorized disclosure coupled with virtually any conduct

that deviates from practices that the Commission claims could have made disclosure

less likely.

8 Interestingly, the FTC notes in its Decision that:
&RPSODLQW &RXQVHO DUJXHV WKDW /DEO'fVY VHFXULW\ SUDFWLFHYV

information of all 750,000 consumers whose information is stored on its computer
network and therefore that they create liability even apart from the LimeWire incident.
We find that the exposure of sensitive medical and personal information via a peer-to-
peer file-sharing application was likely to cause substantial injury and that the disclosure
of sensitive medical information did cause substantial injury. Therefore, we need not

DGGUHVV &RPSODLQW &RXQVHOYV EURDGHU DUJXPHQW

FTC LabMD Opinion, supra note 3, at 16. In theory, however, the FTC should have been able to make out

D VWURQJHU FDVH DQG RQH WKDW ZRXOG KDYH DGGUHVVHG WKH FRPSI
ex ante threats against all of its stored PII) if its allegations were true and it had assessed the full extent of

/DEO'TY SUDFWLFHVY DQG ULVNV WR DOO RI LWV GDWD 3UHVXPDEO\ WKH
was unable to adduce any such evidence beyond the risk to the 1718 file from Tiversa. As the ALJ noted,

>&RPSODLQW &RXQVid Gs$eM thd [ Sdbabilify@or likelihood that

BHVSRQGHQWYfY DOOHJHG XQUHDVRQDEOH GDWD VHFXULW\ ZLOO
resulting harm. Mr. Van Dyke candidly admitted that he did not, and was not able to,

provide any quantification of the risk of identity theft harm for the 750,000 consumers

ZKRVH LQIRUPDWLRQ LV PDLQWDLQHG RQ /DEO'YfY FRPSXWHU QHWZ
have evidence of any data exposure with respect to those individuals, except as to those

that were listed on the 1718 File or in the Sacramento Documents.

ALJ LabMD Initial Determination, supra note 12, at 83-84.

(cont.)
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$V ZHYYH GLVFXVVHG WKLY VRUW RI LQGXFWLYH DSSURD
of ex ante risks, costs, and benefits is insufficient to meet any reasonable
interpretation of the limits placed upon the FTC by Section 5(n).

%XW WKH )7&YVY DSSDUHQW GLVUHJDUG IRU LWV REOLJDV
stark. In LabMD LQVWHDG RI HVWDEOLVKLQJ D FOXVYDO OLQN EF
its failure to adopt specific security practices) and even the breach itself (let alone the

alleged harm), the FTC offers a series of non sequiturs, unsupported by evidence. The

Order cites allegedly deficient practices,® but establishes no causal link between these

DQG 7LYHU MR IMS8W&KIhbWouR! lit, because the theft had nothing to

do with, for example, password policies, operating system updates, or firewalls.

Moreover, things like integrity monitoring and penetration testing DW EHVW S3SuPLJKW
KDYHY DLGHG GHWHFWdénRiQinRthe W2R HhilnBr$HiGe) Lik BAWW LR Q F
)7&TV RzQ*ZBBG'YY DOOHJHG IDLOXUH WR GR WKHVH WKI
have caused the (alleged) harm. Even with respect to other security practices that

might have a more logical connection to the breach (e.g., better employee training),

the Commission offers no actual evidence demonstrating that failure to employ these

actually caused, or even were likely to cause, any harm.

:KDWHYHU WKH VWDQGDUG IRU 3 XQUHDVRQDEOHQHVV =~ W
between the acts (or omissions) and injury. Even for dikely “harms this requires not
merely any possibility but some high probability at the time the conduct was
undertaken that it would cause future harm.®!' Instead, the Commission merely
asserted that harm was VXIILFLHQWO\ 30 L N Hfpost E&sBvhth6GinRQ LWV RZQ
either 2012 or 2017, of the risks of P2P software in 2007 2 without making any

concrete connections between the generalized risk and the specific circumstances at

LabMD.

7TKH )7&9V &K Lthdivél@GnBd@ EoWnd this assertion wanting, ruling that

the Commission had failed to establish D VXIILFLHQW FRQQHFWLRQ EHWZE
conduct and the data that was actually removed from the company.®? But with respect

WR &RPSODLQW & RXtQVelfer, ulV/ ddth U AAHYIMBM R €hs Wrisk,

the AL] found that

% See, e.g., FTC LabMD Opinion, supra note 3, at 2.

©Id. at 31, 4 n.13.

61 See ALJ LabMD Initial Determination, supra note 12, at 54.
2 Id. at 53.
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&RPSODLQW &RXQVHOYYVY WKHRU\ WKDW KDUP LV OLNHO!
BHUVRQDO ,QIRUPDWLRQ LV PDLQWDLQHG RQ /DEO'TV
EDVHG RQ D 3ULVN" RI D IXWXUH GDWD EUHDFK DQG U
injury, is without merit. First, the expert opinions upon which
Complaint Counsel relies do not specify the degree of risk posed by
5HVSRQGHQWYYVY DOOHJHG XQUHDVRQDEOH GDWD VHFXU
SUREDELOLW\ WKDW KDUP ZLOO UHVXOW 7R ILQG 3OLN
WKHRUHWLFDOLWXXQVWKPWLIHGDBWD EUHDFK ZLOO RFFXU
with resulting identity theft harm, would require reliance upon a series
RI XQVXSSRUWHG DVVXPSWLRQV DQG FRQMHFWXUH 6HI
LQKHUHQW LQ WKH QRWLRQ RI 3 XQWHDVRQDEOH" FRQ
FRQGXFW OLDELOLW\ WR EH EDVHG RQ D PHUH S3ULVN"’
regard to the probability that such harm will occur, would effectively
allow unfair conduct liability to be imposed upon proof of unreasonable
data security alone. Such a holding would render the requirement of
SOLNHO\" KDUP LQ 6HFWLRQ Q VXSHUIOXRXV DQG ZF
clear intent of Section 5(n) to limit unfair conduct liability to cases of

DFWXDO RU 3OLNH®O\ ~ FRQVXPHU KDUP
But the Commission, in its turn, disagreed:

7KH $/-fV UHDVRQLQJ FRPHV SHULORXVO\ FORVH WR U}
out of the statute. When evaluating a practice, we judge the likelihood

that the practice will cause harm at the time the practice occurred, not

on the basis of actual future outcomes.*

This is true, as far as it goes, and, as we have noted above, a proper reasonableness

assessment would address expected risk, cost, and benefit of all harms and security

SUDFWLFHY LQFOXGLQJ WKRVH WKDW GRQgiww IDFWRU LQ
the case. But even such an undertaking requires some specificity regarding expected

risks and some proof of a likely causal link between conduct and injury.

More importantly, judgments about the likelihood that past conduct will cause harm
must be informed by what has actually occurred. By the time the FTC filed its
complaint, and surely by the time the FTC rendered its opinion, facts about what

actually happened RYHU WKH FRXUVH RdhdidiE&ef\orddd tveW HQ F H

Commission about what was likely to occur.

& ALJ LabMD Initial Determination, supra note 12, at 81.
% FTC LabMD Opinion, supra note 3, at 23.
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$OWKRXJIK WKH $/-1V ,QLWLDO '"HWHUPLQDWLRQ IRFXVHC(
evidence of actual harm, the judge went to great lengths to explain why this lack of

harmisalso UHOHYDQW ZKHQ HYDOXDWLQJ 3OLNHO\" KDUPYV

Complaint Counsel presented no evidence of any consumer that has

suffered NAF, ECF, ENCF, medical identity theft, reputational injury,
HPEDUUDVVPHQW RU DQ\ RI WKH RWKHU LQMXULHV «
response 2 that consumers may not discover that they have been victims

of identity theft, or even investigate whether they have been so harmed,

even if consumers receive written notification of a possible breach, as

LabMD provided in connection with the exposure of the Sacramento

Documents 2 GRHV QRW H[SODLQ ZKidia8cd DLQW &RXQVHOT
would not have identified even one consumer that suffered any harm as

D UHVXOW RI 5GHVSRQGHQWTYVY DOOHJHG XQUHDVRQDEO'
&RXQVHOTV UHVSRQVH WR WKH DEVHQFH RI HYLGHQFH
case, that it is not legally necessary under Section 5(n) to prove that

actual harm has resulted from alleged unfair conduct, beca XVH 3OLNHO\"’

harm is sufficient« IDLOV WR DFNQRZOHGJH WKH GLIIHUHQFH
burden of production and the burden of persuasion. The express

language of Section 5(n) plainly allows liability for unfair conduct to be

based on conduct that has either already caused harm, or which is

SOLNHO\" WR GR VR +RZHYHU« WKH DEVHQFH RI DOQ\
FRQVXPHU KDV VXIIHUHG KDUP DV D UHVXOW RI 5H\
unreasonable data security, even after the passage of many vyears,

XQGHUPLQHYVY WKH SHUVXDVLYHQHVYV RI &RPSODLQW &R
KDUP LV QHYIHNHOKH QVHRM R BEXcllarly true here,

where the claim is predicated on expert opinion that essentially only

theorizes how consumer harm could occur. Given that the government

KDV WKH EXUGHQ Rl SHUVXDVLRQ WKH UHDVRQ IRU WK
support its claim of likely consumer harm with any evidence of actual

consumer harm is unclear.®

Moreover, the AL] pointed out how reviewing courts are hesitant to allow purely
speculative harms to support Section 5 actions:

,Q OLJKW RI WKH LQKHUHQWO\ VSHFXODWLYH QDWXUH |
it is unsurprising that, historically, liability for unfair conduct has been
imposed only upon proof of actual consumer harm. Indeed, the parties
do not cite, and research does not reveal, any case where unfair conduct
liability has been imposed without proof of actual harm, on the basis of

SUHGLFMOHG RDUR DORQH « ,Q 6RXWKZHVW 6XQVLWHV Y

% ALJ LabMD Initial Determination, supra note 12, at 52-53.
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WK &LU WKH FRXUW LQWHUSUHWHG WKHI
GHFHSWLRQ VWDQGDUG ZKLFK UHTXLUHG SURRI WKDW
PLVOHDG” FRQVXPHUV WR UHTXLBURHBHBROMWKDW VXFK (
QRW SRVVLEOH " %DVHG RQ WKH IRUHJRLQJ 32OLN]|
VRPHWKLQJ LV PHUHO\ SRVVLEOH ,QVWHDG 30OLNHO\
WKDW VRPHWKLQJ ZLOO RFFXU « ORUHRYHU DOWKRXJKk
WKH 3VLJQLIhdm@RMn the RO SBrBnent, the parties

have not cited, and research does not reveal, any case in which unfair
conduct liability has been imposed without proof of actual, completed

KDUP EDVHG LQVWHDG XSRQ D ILQGLQJ RI 3VLJIJQLILFDQ

That the only available facts point to the complete absence of any injury suggests at
the very least that injury was perhaps QRW 3OLNHO\" FDXVHG E\ DQ\ RI /DEO"
W LV WKXV WKH &¢RPPLVVLRQ WKDW LV LQ,&DQJHU RI UHI
replacing it with something like 3FR X O G F RHQVE dddirYblrdd € \any increase
LQ WKH FKDQFM MLIPISOM XD\ @@ RW EH WKH FDVH WKDW &RQ
WR FDXVH™ ODQJXDJH VR WKDW WKH &RPPLVVLRQ PLJKW
causal link between conduct and injury 2 HYHQ 3OLNHO\" LQMXU\

ORUHRYHU LI WKH )7&fTV 3OLNHO\" DXWKRudb&v\ LV WR KDY
understood prospectively, from the point at which the FTC issues its complaint. Thus,

if an investigative target has ceased practices that WKH &RPPLVVLRQ FODLPV 3OLN
cause harm by the time a complaint is issued, the claim is logically false and, in effect,

impossible to remedy: Section 5 is not punitive and the FTC has no authority to

extract damages, but may only issue prospective injunctions. In other words, because

Section 5 is intended to prevent (not punish) unfair practices that harm consumers,

if a potential investigative target has already ceased the potentially unfair practices, the

deterrent effect of Section 5 may be deemed to have been achieved by the

omnipresent threat of FTC investigation. This is, in fact, the statute working

properly. By contrast, t KH & RPPLVVLRQYV UHDIx&deQ D RWRRVLAMD\LNHO\
which would allow it to scan a F R P S Dp@d fifaviors, regardless of when its

complaint was issued, and force them through expensive investigations and

settlements 2 would in effect grant it punitive powers.

8 Id.
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I. An abuse of the FTC’s “likely to cause” authority:The HTC
Case

The Commiss L R Q § VHTC complaint and settlement exemplifies its willingness
to LQIHU FDXVDWLRQ XQGHU 6HFWLRQ Q fV 3OLNHO\ WR |

theoretical risks and without connecting it in any concrete way to injury.

In HTC, HTC America had customized its Android mobile phones in order to
include software and features that would differentiate them from competing
devices.” ,Q GRLQJ VR KRZHYHU +7& KD Gngage@QinWKH )7&TV RS
number of practices that, taken together, failed to employ reasonable and appropriate
security in the design and customization of the software on its mobile devices ® The

HQG UHVXOW ZDV WKDW +7&1TV HQJL®bkitdMoDG FUHDWHG

be used to compromise user data.®’

There were not, however, any known incidents of data breach arising from
FRQVXPHUVY XVH RI WKH DSSUR[LPDWHO\ WHQ WR WZ}F
Nonetheless, +7& TV SUDFWLFH ZDV VWLO&ohRXQ GespeR EH SOLNHO
the practical unlikeliness of finding zero flaws in a sample of ten million.”! In the

&RPPLVVLRQTV YLHZ
(M| DOZDUH SODFHG RQ FRQVXPHUVY GHYLFHV ZLWKRXW

be used to record and transmit information entered into or stored on
the device « Sensitive information exposed on the devices could be used,
for example, to target spear-phishing campaigns, physically track or stalk
individuals, and perpetrate fraud, resulting in costly bills to the
FRQVXPHU OLVXVH RI VHQVLWLYH GHYLFH IXQFWLRQDC(

audio recording feature would allow hackers to capture private details of

DQ LQGLYIEGXDOSYfV OLIH

Interestingly, not only does the FTC in HTC infer causation from a deviation from
its idealized set of security protocols despite the absence of any evidence of breach,
in doing so it also necessarily incorporates its own inferences about the magnitude

7 In the Matter of HTC Am. Inc., 155 FE.T.C. 1617, *2 (2013) [hereinafter 3+ 7 & & Rilr$ O
8 1d. at *2.
® Id. at *2-6.

© Alden Abbot, 7KH JHGHUDO 7UDGH &RPPLVVLRQYY 5ROHTHY 2QOLQH 6HFXULW)
HERITAGE FOUND. (Sep. 10, 2014), available at http://www.heritage.ore/report/the-federal-trade-
commissions-role-online-security-data-protector-or-dictator.

"WHTC Complaint, supra note 67, at *6.
?1d.


http://www.heritage.org/report/the-federal-trade-commissions-role-online-security-data-protector-or-dictator
http://www.heritage.org/report/the-federal-trade-commissions-role-online-security-data-protector-or-dictator
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of the risk of thirdSDUW\ FRQGXFW UHJDUGOHVV RI ZKHWKHU
regarding the likelihood of third-party intervention were lower, and without

(publicly, at least) assessing whether those assumptions were reasonable. At

PLQLPXP WKHUH LV DEVROXWHO\ QR ZD\ WR LQIHU IURP
consent orders what an appropriate estimate would be; again, the FTC fails to

establish a baseline duty of care. Instead, it appears that the FTC believes that any

risk of third-party intervention would be sufficient to merit protective security

measures.

But there is not a network-connected device in the world about which it could not
be said that there is some risk of breach. Even the National Security Agency 2
$PHULFDTV WRISr&dumhbl, Kibbg the very least likely to be hacked by
an outside party 2 was subject to a third-party data breach that resulted in the release

of a large amount of confidential information.”

HTC DOVR UHSUHVHQWHG D IXQGDPHQWDO VKLIW LQ WKH
case it moved rather dramatically from policing fraud and deception to interjecting

itself into the engineering process. HTC America was not accused of purposely

creating loopholes that could be used to harm consumers: It was, in essence, found

to be negligent in how it designed its software.”™

C. 7KH )7&:-V XQUHDVRQDEOH DSSURDFK WR KDUP
There is a close connection between WKH SUREOHPV ZLWK WKH )7&TV D¢

causation and its approach to injury, especially with respect to conduct that is

GHHPHG 2OLNHO\ WR FDXVH" LQMXU\

I. Breach is not (or should not be) the same thing as harm

One of the core errors committed by the FTC in LabMD (particularly by Complaint
Counsel before the ALJ, but also, although less obviously, by the Commission itself
in its LabMD Opinion) is the assertion that breach alone can constitute harm.
Similarly flawed (and flowing from this error) is the assertion that conduct giving rise

B See, e.g., Matt Burgess, Hacking the hackers: everything you need to know about Shadow Brokers' attack on the
NSA, WIRED (Apr. 18, 2017), available at http://www.wired.co.uk/article/nsa-hacking-tools-stolen-
hackers.

™ HTC Complaint, supra note 67, at *2.

(cont.)
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to the possibility RI EUHDFK HYHQ ZLWKRXW DQ DFWXDO EUHDFK

cause ~harm.

Of course, as we have noted, WKH &RPPLVVLRQYV HIfiSHaxh &tV VWD WHP HC
breach alone is not harm.” And, for most of its his WRU\ WKH &RPPLVVLRQYV GHI
have also suggested that a breach alone cannot constitute a harm. Two watershed

FDVHV LQ WKH HYROXWLRQ RI WKH )7&TWp&DWD VHFXUL

illustrate this:

First, in 2002, the FTC entered into a consent order with Eli Lilly, holding the
company responsible under Section 5 for deceptive conduct, based on its disclosure
of the names of 669 patients who were taking Prozac to treat depression (in
contravention of its stated policy).”® That they were users of Prozac was apparent from
the context of the disclosure, and, today at least, it is readily apparent why the
disclosure itself (as opposed to any subsequent action taken as a consequence of the
disclosure) might constitute actionable harm.

$OWKRXJIJK EURXJKW DV D GHFHSWLRQ F DatlireWKH FRQGXF
to maintain or implement internal measures appropriate under the circumstances to

SURWHFW VHQVLWLY H'FIR Q¥, Xom Hdhlylc @diRAdFDMEheR Q

)7&TV ILUVW GDWD VHFXULW\ FDVH PDUNHG VRPHWKLQJ
RI ZKDW FRQVWLWXWHG KDUP XQGHU 6HFWLRQ ¢fV 8QIDI
language by finding purely non-monetary harm 2 the public disclosure of information

in a potentially compromising and unambiguous context 2 to be material.’™

®See,eq, &RPPLVVLRQ 6WDWHPHQW ODUNLQJ WKH sppfanfity2, WK 'DWD 6HFXULW

(3 e mere fact that a breach occurred does not mean that a company has violated the law ).
" In the Matter of Eli Lilly & Co., 133 E.T.C. 763, 766-767 (May 8, 2002).
TId.

™ See Letter from James C. Miller III, Chairman, Fed Trade Comm., to Rep. John D. Dingell, Chairman,

&RPPLWWHH RQ (QHUJ\ DQG &RPPHU MhteptidnPWicy Statement ” @atkabt UHL QD IWHU 3

at https://www.ftc.oov/publicstatements/1983/10/fte-policy-statement-deception. :KLOH 3KDUP”~ LV QRW D
required showing in a deception case, materiality is meant to be a proxy for harm in the context of

GHFHSWLRQ F DNeHpfionPKlib; Syate®nfinV, itself a compromise between then-Chairman

OLOOHUYYV SUHIHUHQFH IRU DQ &b[s&dPdintoliodV& ROQUBN M RR &G U@JDWIGDWK H
deception required nothing more than a misleading statement, explicitly joins the two concepts together

ZKHQ LW H[SODLQV WKDW 3WKH &RPPLVVLRQ ZLOO ILQG GHFHSWLRQ LI V
practice that is likely to mislead the consumer acting reasonably in the circumstances, tothe FRQV XPHU V

detriment Id. at 2.

(cont.)
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The underlying theory of materiality or harm in Eli Lilly 2 while not in any way
explicated by the FTC, even in the accompanying Analysis of Proposed Consent
Order to Aid Public Comment, never mentions the word materiality. It also never
VHHNV WR GHIHQG LWV LPSOLFLW DVVHUWLRQ RI HLWKHL
even acknowledge the novelty of the theory of harm involved (although the theory is
arguably recognizable, with origins LQ :DUUHQ Vo1t DA GrH PRWHCY
and common law concepts like the tort of intrusion upon seclusion).” But it seems
clear that mere exposure of just any information alone would not be sufficient to
cause harm (or establish materiality); rather, harm would depend on the context, and
only embarrassing or otherwise reputation-damaging disclosures caused by certain
people viewing certain information would suffice.

Second, i Q WKH &¢RPPLVVLRQ HOQWHUHG LQWR D FRQVHQW
in its first unfairness-based data security case.*® While hardly a model of rigorous
analysis assessing all of the required elements of an unfairness case under Section
5(n), the FTCin % -V :D WihKckRrXMdiidentify concrete harms arising from

the breach at issue:

>)@UDXGXOHQW SXUFKDVHV« ZHUH PDGH XVLQJ FRXQW
DQG GHELW FDUGV WKH EDQNV KDG LVVXHG WR FX\
LQIRUPDWLRQ« VWRUHG RQ 5HVSRQGHQWTV FRPSXW|
contained on counterfeit copies of cards that were used to make several

million dollars in fraudulent purchases. In response, banks and their

customers cancelled and reissued thousands of credit and debit cards

WKDW KDG EHHQ XVHG DW 5HVSRQGHQWTV VWRUHV DQ
cards were unable to use their cards to access credit and their own bank

accounts.8!

Problematic though both of these examples may be (and they are), they have one
thing in common: Harm (or materiality) is something different than breach; rather, it
is a consequence of a breach. It need not be monetary, and it need not be well-defined
(which is bad enough). But there is a clearly contemplated sequence of events that
gives rise to potential liability in a data security case:

1. A company collects sensitive data;

™ See Samuel D. Warren & Louis D. Brandeis, The Right to Privacy, 4 HARV. L. REV. 193 (1890). See also
Jane Yakowitz Bambauer, The New Intrusion, 88 NOTRE DAME L. REv. 205 (2012).

% In the Matter of BJs Wholesale Club, Inc., 2005 WL 1541551, at *2 (June 16, 2005).
8 Id.



WHEN REASONABLE ISN T

The last element (significant harm/materiality) and its separation from the third
element (breach) is key. As Commissioner Swindle noted in 1999 in his dissent from

WKH &R P PdoMpllaRQIY¥) Tone

R

It purports to engage in conduct to keep that data secret, either in an explicit
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VWDWHPHQW RU E\ DQ LPSOLFLW JXDUDQWHH WR XVH

1t;

The information is nevertheless disclosed (e.g., there is a security breach)
because of conduct by the company that causes the disclosure/breach; and
The context or content of the disclosure significantly harms (or is used to
harm) consumers, or is likely to lead to significant harm to the consumer.

EURNHU’

But by 2012, in its Privacy Report, the Commission asserted that disclosure of private
information could give rise to harm (or, presumably, materiality), regardless of any other
consequences arising from a breach. The harm and the breach became the same thing:

This connection between 3 X QH[S HF W H Gand Ha¥hHiOdot\WlvikuQ and
certainly should be demonstrated by empirical evidence before the FTC proceeds on
such a theory. Yet, absent any such evidence, LabMD brought this theory to fruition.

We have never held that the mere disclosure of financial information,
without allegations of ensuing economic or other harm, constitutes
substantial injury under the statute.

These harms may include the unexpected revelation of previously private
information, including both sensitive information (e.g., health
information, precise geolocation information) and less sensitive
information (e.g., purchase history, employment history) to

unauthorized third partiHV« >$@ SULYDF\ IUDPHZRUN VKRXOG

practices that unexpectedly reveal previously private information even
absent physical or financial harm, or unwarranted intrusions.®’

8 In the Matter of Touch Tone, 1999 WL 233879, at *3 (April 22, 1999).

8 FTC, Protecting Consumer Privacy in an Eva of Rapid Change; Recommendations for Business and Policymakers,

at 8 March 2012 > KH U HETQ Bribdd Repbrt®], available at

https://www.ftc.cov/sites/default/files/documents/reports/federal-trade-commission-report-protecting-

consu lllCI'—DTi\'ﬂC\"Cl“(l—l"(lPid —ch;mw»rccmnmcnd ations/120326 privacyreport. l\l T

(cont.)

D SUHFXUVRU FDVH WR WKH )7&TV
GDWD VHFXULW\ FDVHV LQYROYLQJ FOHBDUO\

I[UDXG X
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AV LW DGPLWWHG WKH &R PRHeMA inRpichGeRebliMe QR W NQRZ
a single problem related to the breach, and thus never articulated any actual injury

FDXVHG E\ /DE0®Tke ECoQiGiohFnétead asserted that mere exposure

of information suffices to establish harm.® But this amounts to saying that any

FRQGXFW WKDW FDXVHV EUHDFK FDXVHVY KDUP 7KDW QRYV
that breach alone is not enough, it is insufficient to meet the substantial injury

requirement of Section 5(n). The examples the Commission has adduced to support

this point all entail not merely exposure, but actual dissemination of personal

information to large numbers of unauthorized recipients who actually read the

exposed data.’” Even if it is reasonable to assert in such circumstances that

®mbarrassment or other negative outcomes, including reputational harm = UHV XOW

from that sort of public disclosure,®® no such disclosure occurred in LabMD. That

the third-party responsible for exposure of data itself viewed the data 2 which is

effectively all that happened in that case 2 cannot be the basis for injury without

simply transforming the breach itself into the injury.

D. The troubling implication R1 WKH )7 & -V DHM&#b tdedgK
of sensitive data can constitute FRQGXFW "OLNHO\ WR FDXVHpu KI

AcrucilanG WURXEOLQJ LPSOLFDWLRQ RI WdfHtiGIRPPLVVLRQT\
permits the FTC to read Section 5 to authorize an enforcement action against any

company that stores sensitive data, regardless of its security practices and regardless

of the existence of a breach.

To be sure, the Commission is unlikely to bring a case absent some unauthorized
disclosure of sensitive data. But the standard adopted by the FTC permits it to infer
injury from any unauthorized disclosure and to infer that conduct is likely to cause

8 FTC LabMD Opinion, supra note 3, at 17

$$QG DOWKRXJIJK WKH &RPPLVVLRQ HIIHFWLYHO\ EODPHYV /DEO' IRU LWV !
harm, that burden does not rest with LabMD. Moreover, the Commission had ample opportunity to

collect such evidence if it existed, e.g., by actually asking at least a sample of patients whose data was in the

1718 file or subpoenaing insurance companies to investigate possible fraud. That the Commission still

cannot produce any evidence suggests strongly that none exists.

8 See FTC LabMD Opinion, supra note 3 D W Indeed® the Commission has long recognized that the
unauthorized release of sensitive medical informat LRQ KDUPV FRQVXPHUV”’ 7UXH LW OLPLWYV V
PHGLFDO LQIRUPDWLRQ ~ EXW GLVFORVXUH RI DQ\ QXPEHU RI W\SHV R

especially if limited to a vanishingly small number of viewers, may not cause distress or other harm.

87 See generally In the Matter of MTS, Inc., 137 F.T.C. 444 (May 28, 2004) (No C-4110), available at
https://c00.¢l/4emzhY (Tower Records liable for software error that allowed FRQVXPHUVY ELOOLQJ

information to be read by anyone, which actually occurred).
8 FTC LabMD Opinion, supra note 3, at 17.
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injury virtually regardless of the extent of increased risk of exposure attributable to
WKH FRQGXFW 7KH )7&YV LQWHUSUHWDWLRQ

on its discretion to bring a data security action under Section 5.

If a thirdparty EUHDFK D OR Q It isknWt Hacadid€ Df Whle intervention of a
third-party but merely the fact that data is exposed to anyone unauthorized to view
it. This means that information leaving the company in any unauthorized manner
would be sufficient to demonstrate actual harm 2 and therefore a potential of it
leaving the company would amount to likely harm. Because that potential always
exists even with the most robust of security practices, the only thing limiting the
& RP P LV YV L R@ytyVbih XA &fdrcement action against any company with

PII is prosecutorial discretion.

In order to properly infer unreasonable security (even from HYLGHQFH D¥
single instance of unexpected exposure as with the 1718 file, let alone the absence of

WKXV HIITHF

SVWURQJ™ L

HYLGHQFH RI DQ\ HI[SRVXUH DV ,ZH: WK sMWKdhad 4 VW RI /DEO'Y

demonstrate that such exposure always or almost always occurs only when security is
unreasonably insufficient. Although there may be specific circumstances in which
this is the case, it manifestly is not the case in general. If every breach allows the FTC
to infer unreasonableness without showing anything more, it can mean only one of
two things: 1) that either the collection or storage of that data was so unambiguously
perilous and costly in the first place that a strict liability standard is appropriate as a
matter of deterrence; or else 2) that breach always or nearly always correlates with
unreasonable security practices and the inference is warranted. Because we know the

latter to be untrue, the FICTV WKHRU\ RI FDXVBRWLRQheDQG KDUP

unreasonable position of implicitly asserting that the data collection and retention

practices crucial to the modern economyare LQKHUHQWO\ 3XQIDLU

I. The FTC’s reading of “likely to cause” gives it unfettered
discretion not contemplated by Section 5

In its LabMD Decision the FTC attempts to mitigate this position to a degree,

demurring on the adequacy of & RP S O D L Q Was&rRok @af HIDEO/ fV VHFXULW\

practices were likely to cause harm related to LabMD data not found in the 1718 file.
But this is a small and insufficient concession.

The FTC reads a sort of superficial %yber Hand Formula " into the language of
Section 5, sufficient to permit it to find liability for conduct that it deems in any way
increases the chance of injury, even absent an actual breach or any other affirmative

LQGLFDWLRQ RI 32X @Qrovkddd ViR QBRIEQ@HSF fdknddl harm is
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%ignificant” ZKLFK LV LWVHOI DOPRVW HQWLUHO\ ZLWKLQ W
so label):

Unlike the ALJ, we agree with Complaint Counsel that showing a
SVLIJQLILFDQW ULVN" RI LQMXU\ VDWLVILHV WKH 30OLNH
arriving at his interpretation of Section 5(n), the AL] found that
&RQJUHVYV KDG LPSOLFLWO\ 3FRQVLGHUHG EXW UHN
8QIDLUQHVV 6WDWHPHQW VWDWLQJ WKDW DQ LQMXU
VXEVWDQWLDO" LI LW 3UDLVHV D VLJQLILFDQW ULVN RI
legislative history of Section 5(n) contains no evidence that Congress
intended to disavow or reject this statement in the Unfairness
Statement. Rather, it makes clear that in enacting Section 5(n) Congress
specifically approved of the substantial injury discussion in the
8QIDLUQHVYVY 6WDWHPHQW DQG H[LVWLQJ FDVH ODZ DSS
unfairness authority. ... We conclude that the more reasonable
interpretation of Section 5(n) is that Congress intended to incorporate
the concept of risk when it authorized the Commission to pursue

SUDFWLFHY 3OLNHO\ WR° FDXVH VXEVWDQWLDO LQMXU\
Thus, the Commission concludes:

,Q RWKHU ZRUGV FRQWUDU\ WR WKH $/-1V KROGLQJ \
QHFHVVDULO\ PHDQV WKDW WKH LQMXU\ ZDV B3SUREDE
unfair if the magnitude of the potential injury is large, even if the

likelihood of the injury occurring is low.”

But when establishing causality, Section 5(n) is not focused on the magnitude of the
injury itself. Instead, the likelihood of injury and the substantiality of the injury are
distinct concepts. Conduct does not become more likely to cause injury in the first
place just because it might make whatever injury results more substantial.

7KLV LV FOHDU IURP WKH VWDWXWH 36XEVWDQWLDO" ™ PF
conduct causes substantial injury, or it is likely to cause substantial injury, meaning it

creates a sufficiently heightened risk of substantial injury. In both cases the

3VXEVWD Q W lkitdxly tHe @Mk Xtk statlitd/does not use a separate phrase to

GHVFULEH WKH UDQJH RI KDUP UHOHYDQW WR FRQGXFW
WR FRQGXFW WKDW L Vit 4€sLtiN Phehde MWRordedD To Velinpokk D U P

WKH ULVN FRPSRQHQW LQWR WKH ZRUG 3VXEVWDQWLDO"’
VIQWDFWLF VHQVH B3/LNHO\ WR FDXVH" DOUHDG\ HQFRPSL

8 FTC LabMD Opinion, supra note 3, at 21.
0 1d.
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increased risk of harm. The only viable reading of this language is that conduct is
actionable only when it both likely causes injury and when that injury is substantial.

Although the Unfairness Statement does note in footnote 12 W K D Mnjaizy D@
be sufficiently substantial «if it raises a significant risk of concrete harm, ®* SUDLVHV~ FOHDUO\
GRHVY QRW PHDQ 3SLQFUHDVHV WKH GHJUHH R} KHUH EXW
$Q0G WKH UHOHYDQW ULVN LQ IRRWQRWH LV GHHPHG WI
suggesting it was intended to be of a different character. Moreover, that passage
FRQYH\V WKH &RPPLVVLRQYY GLUHFWLRQ WR DGGUHVV L
FRQGXFW 30LNH OAs suh RodtrlotX M rasKlddchPBrated into Section

Q E\ LOQOVHUWLQJ WKNM WRUFRDWVYRIU LY KM SKUDVH 3FDXV
KDUP ~ ,P S RldMWihtQ she ld¥Wermination of substantiality is a patently
unreasonable reading of the statute and risks writing the substantial injury
requirement out of the statute.

At first blushy WKH )7&TV SURSRVHG RX@yWing ke hOWLRQ IXQFWLF
half of Footnote 12, but these are two very different things. Indeed, the fact that the
footnote proposes a multiplication function for interpersonal aggregation of harms,
but then, in the next breath, says no such thing about multiplying small risks times
large harms, can have only one meaning: The Policy Statement requires the FTC to
prove the substantiality of harm, independent of its risk. Had Congress intended for
the rather straightforward strictures of 5(n) to accommodate the large loophole
proposed by the FTC, it surely would have spoken affirmatively. It did not. Instead,
as is evident from the plain text of the statute, Congress structured Section 5(n) as a

meaningful limitationon WKH )7 & TV SERWNIEBQMILirDeC Dithority.

The Commission claims that Jtlhe Third Circuit interpreted Section 5(n) in a
similar way in Wyndham.” It explains that defendants may be liable for practices that
DUH OLNHO\ WR FDXVH VXEVWDQWLDO LQMXU\ LI WKH KDL
WKH PuSUREDELOLW\ DQG HI[S HBWHOWhdtHfurRIEJFRQVXPHU K
not declare that the first prong of Section 5(n) requires that the magnitude of harm
be multiplied by the probability of harm when evaluating its foreseeability. Instead,

91 FTC LabMD Opinion, supra note 3, at 21 (quoting Unfairness Statement, at 1073 n.12) (emphasis added).
% Raise, MERRIAM-WEBSTER.COM (last visited Jun. 1, 2017), available at https://c00.2l/R2sVhm.

% @RPSODLQW &R X Q \VIiHIQ Witeeb &f BaMDY%rd.LIkd No. 9357, 20162 Trade Cas. At
33 (CCH July 29, 2016) >K H U H LFQUDAIWREDY Bef~ @

9 FTC LabMD Opinion, supra note 3, at 21 (internal citations omitted).

(cont.)
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the court included the magnitude of harm as one consideration in the full cost-
benefit analysis implied by the entirety of Section 5(n):

[This standard informs parties that the relevant inquiry here is a cost-
EHQHILW DQDO\WLV« WKDW FRQVLGHUV D QXPEHU RI UF
the probability and expected size of reasonably unavoidable harms to
consumers given a certain level of cybersecurity and the costs to
consumers that would arise from investment in stronger cybersecurity.”’

7KLV LV QRW WKH VDPH DV WKH &RPAHLMYVIEROQTY SURIIHU
essentially recited the elements of a complete evaluation of Section 5(n), not the
requirements for evaluating the first prong of the test.

&RQVHTXHQWO\ XQGHU WKH &RPPLVVLRQYV YLHZ RI 6HFV
punish entities that have never had a breach, since the mere possibility of a breach is a
SOLNHO\" KDUP, WoRiddd Eh€® NavknPidklbdfantial enough 2 which it

invariably is. As the Commission claims:

Finally, given that we have found that the very disclosure of sensitive

health or medical information to unauthorized individuals is itself a

privacy harm, /IDEO'fV VKDULQJ RI WKH ILOH RQ /LPH:LUH
months was also highly likely to cause substantial privacy harm to thousands

of consumers, in addition to the harm actually caused by the known

disclosure.”

The position that the Commission upholds in the FTC LabMD Opinion was plainly

put forward by Complaint Counsel in its oral arguments before the ALJ: merely

VWRULQJ VHQVLWLYH GDW BunbrfkG afeSIUDthhFigrk@QiedGDWD @ DW |
to meet the standard of unfairness under Section 5. Consider the following exchange

between AL] Chappell and Complaint Counsel:

JUDGE CHAPPELL: So again, mere failure to protect, is that a breach

of or is that a violation of section 57

COMPLAINT COUNSEL: A failure to protect, Your Honor, that places
at risk consumer data 2 and by %onsumer data " of course I don fjust
mean any data but the most sensitive kinds of consumer data, Social
Security numbers, dates of birth, health insurance information and

% Wyndham, 799 F.3d at 255 (internal citations omitted).
% Id. at 25 (emphasis added).

(cont.)
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laboratory test codes 2 that increases the risk that that information will

EH H[SRVHG> @° "HPSKDVLV DGGHG
OHUHO\ FROOHFWLQJ GDWD :LQFUHDVHV WKH ULVN WKDW

the risk if data is not collected; storing it for n+1 days increases the risk beyond
storing it for n days, and so on.

2. The FTC’s interpretation of “likely to cause” gives it a
temporally unbounded power over every company. Ever.

IDEO' LQ RXU RSLQLRQ FRUUHFWO\ DUJXHG WKDW WKI
authority must be bounded in some fashion in order to create some meaningful
OLPLWDWLRQ RQ WKH )7&TV ,9REVAWVHWRHS R'OK.IF H5 KB R GHX B®&
FDXVH" QHHGV WR EH FRQVWUDLQHG LQ D zZD\ WKDW IR
contextually relevant period of time. LabMD argued that the relevant time period
was upon the issuance of an order 2 if conduct was no longer ongoing at the time an

RUGHU ZDV LVVXHG WKH &RPPLVVLRQ KDG QR SRZHU WR
WR FDXVH"™ KDUP

In its turn, the Commission offered a textual analysis that suggested that the whole
RI 6HFWLRQ WDNHQ WRIJHWKHU LQGLFDWHYV WKDW WKH
restrict the FTC to a persistently forward-looking analysis.!® Further, the
Commission argued that allowing respondents to alter their conduct in expectation

RI DQ LQYHVWLJD WhlaQrsZoRdd H CShfddPnhel¥ by stopping
their illegal behavior uponle DUQLQJ RI DQ )7&°LQYHVWLJIJDWLRQ °

On the textual analysis argument, the FTC has some basis for argument that it has
the ability to look at prospective conduct from the vantage of a past time period. But
it goes too far to suggest that this examination should be unbounded in order to
prevent malfeasors from getting off scot-free. First, as noted above, the FTC does not
have the power to extract damages 2 that is to exact punitive ends from its
enforcement power 2 but only to prospectively deter conduct. Thus, the purpose of
Section 5 can be broadly stated as one of, either through threat of enforcement or

9 LabMD 11th Circuit Oral Argument, supra note 15, at 48.

% Brief of Petitioner LabMD, Inc. at 22-23, In the Matter of LabMD, Inc., 2016-2 Trade Cas. (CCH July
29, 2016) (No. 9357 > K H U HLaseMDIALHBAf 3@

2 1d. at 23.
1% FTC ALJ Reply Brief, supra note 93, at 35-36.
1 Id. at 36.
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though actual enforcement, guarantees that companies do not treat consumers
unfairly.

Second, once a complaint has beenissued DQ\ FRQGXFW WKDW 3LV OLNHO\ W
is a proper target of action for the Commission. To not require some temporal

marker against which the FTC can be said to examine prospective conduct is to

essentially let the FTC regulate any behavior of any company that has possessed data

since the creation of Section 5 (or at least since it started policing data security).

In LabMD, the FTC hasused LWV DXWKRULW\ WR SXUVXH D FRPSDQ\
F D XV H aft& BDyék&mpany had already remedied its behavior and before the FTC

ever instituted an investigation. Under this reading of Section 5, there is nothing to

stop the FTC from looking back at, for instance, Amazon in the year 2001 and

LVVXLQJ D QHZ FRPSODLQW DJDLQVW LW EHFDXVH VRPHW
FDXVH ™ KDUP WRvekr RQM AR IAJD Mad long since identified and
rectified the alleged harm. On WKH )7&YV DFFRXQW LI D ILUP KDV UHPH
even before the FTC investigatesit WKDW ILUP VKRXOG EH OLDEOH XQGHU L

harm theory.

$QG FRQVLGHU WKH SHUYHUVLW\ LQ WKH )7&TV UHDVRQL
contextual- ERX QG 3OLNHO\ WR FDXVH™ DXWKRULW\ ZLOO DC(
enforcement. But, at least theoretically, the purpose of the FTC is to encourage

private firms to do the right thing in the first place. Yet the FTC is concerned that if

a firm fears an investigation and remedies its bad conduct the Commission will be

powerless to pursue it. This is to say that, if aware of any failures of its data security

SURJUDP DV ZHOO DV WKH )7&YV SRZHU WR SROLFH GD
remedies its conduct, LW LV 3JHWWLQJ DZD\" ZLWK VRPHWKLQJ 6X
requires one to believe that voluntary conduct in the shadow of the law somehow

constitutes illicit activity.

Thus, even though no one was actually KXUW UHPHPEHU WKLV LV D SOLNH(
the firm remedied its conduct before the Commission got involved, the Commission
believes it should be able to mete out punishment. It is hard to understand exactly

ZKHUH WKH ERXQGDU\ RIuM¥ Hhisjvle& fWs :iR&EHU H[LVWYV

E. 7KH SUREOHPV ZLWK WKH )7&-V DSSURDFK WR VXEV\
KDUP ZKHWKHU LW LV "OLNHO\p RU QRW

2 FRXUVH WKH WKUHDWHOQHG As QpMdXhbveReXBIMh EH 3VXEVWD

alone, even absent specific injury to consumers, monetary or otherwise, can
constitute injury 2 and, in circular fashion, a heightened risk of breach (from merely
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collecting data) can constitute likely injury. Although we cannot be sure from either
WKH &RPPLVVLRQ TVNRPSIODUIRDMRIR MG itsDSfote the
ALJ how large D GDWD FROOHFWLRQ SUDFWLFH LV VXIILFLHQW '\
LV VRPH HYLGHQFH LQ WKH )7&TV FRQVHQW GHFUHHV VX
very much. On the one hand, some consent decrees don fW HYHQ LGHQWLI\ KRZ PX
data is at issue 2 suggesting either that the FTC did not know or did not care. On

the other, some of the cases clearly (or explicitly) involve small amounts of data.!®

But the FTC Act does not explicitly grant the FTC authority to SXUVXH #WULYLD
PHUHO\ VS HF X(fogbxdéds &f How KkBylhlRy\re to arise).!'® And ina 1982

letter to Senators Packwood and Kasten, FTC Chairman Miller further defined the
&RPPLVVLRQYY DSSURDFK WR XQIDLUQHVMWRVLBHR® BHUQ:>
noting WKDW WKH &RPPLVVLRQYYVY SBUHVRXUFHV VKRXOG QRW
KDUP ~ &RQJUHVYV KDV VLPLODUO\ UHFRJQL]JHG WKH QHHC
on the requirements of what counts as a likely harm: 3n accordance with the FTC §

December 17, 1980, letter, substantial injury is not intended to encompass merely

trivial or speculative harm « Emotional impact and more subjective types of harm

alone are not intended to make an injury unfair. %

Commissioner Swindle did recognize in his Touch-Tone dissent VRPH 3VXEMHFWLYH"
contexts in which the disclosure of sensitive data could be a harm even without
tangible financial injury. '® For instance, he noted that in other contexts the
&RPPLVVLRQ KD Guls@ndaQiMjulyl dtelnh 3ingfrédm the unauthorized
release of children §personally identifiable information as being the risk of injury to
or exploitation of those children by pedophiles. ® Thus, while Section 5 unfairness

DXWKRULW\ LVQTW OLPLWHG WiRe afnyd MasZsKiltUH WKHUH L

192 Geoffrey Manne and Ben Sperry, FTICPrRFHVY DQG WKH OLVJXLGHG 1RWLRQ RI DQ )7& 3&
Data Security, at 22, available at
http://masonlec.org/site/rte_uploads/files/manne%20%26%20sperry%20-

920ftc%20common%20law%20conference%20paper.pdf.

19 Similarly, the Unfairness Statement notes that 3> X @ QM XVWLILHG FRQVXPHU LQMXU\ LV WKH .
WKH )7& $FW’™ DQG VXIFKWQIMXUDOFBQ PRMBEHES Stdk:Geht Fugr@dtW LY H ~
24, at 1073.

104 S, Rep. 103-130, at 13 (1994) (emphasis added).
1% Tn the Matter of Touch Tone, 1999 WL 233879, at *1.
106 14

(cont.)
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minimal level of analysis is required in order to connect challenged conduct with
alleged harm.

Among settled cases, however, the line between what is a harm and what is not can
often be rather blurred. In theory, proper economic analysis of the actual and
expected costs and benefits of conduct can illuminate the distinction #and do so in
accordance with the statute. Yet the FTC regularly falls short of meaningful analysis.

Even in Wyndham, where the FTC had a relatively strong set of facts to work with, it
FRXOGQTW UHVLVW WKH XUJH WR PDQXIDFWXUH HOHF
Commission asserted that every consumer whose information was exposed was
harmed because, among actual harms like identity theft, there were losses associated

ZLWK-EHCFWWNK UHZDUG SRLQWYV DQG RWKHU OR\DOW\ EHQH

$QG DOWKRXJK QRW LQ DQ HQIRUFHPHQW FRQWH[W WKF
at PDQ\ SRLQWYVY FDSWXUHV WKH )7&TV JHQHUDO DSSURDFK
harms. For instance, it recommended that Congress enact legislation to prevent
possible harms to consumers when having their identity verified as part of

applications for things like mobile phones.!® But the report explicitly notes that

The Commission does not have any information on the prevalence of

HUURUV LQ WKH FRQVXPHU GDWD WKDW XQGHUOLH GD
products. In a different context, a recent Commission Report assessed

the accuracy of consumer information in credit reports and found that

5.2% of consumers had errors on at least one of their three major credit

reports that could lead to them paying more for products such as auto

loans and insurance.!'?”

$V &RPPLVVLRQHU :ULJKW QR WaiHdbs dss@tiochc in MBH QWL QJ™ 11U
Report,

this recommendation is premature because there is no evidence about
the existence or scope of this hypothetical problem. As noted in supra

W 30DLQWLIITY 5HVSRQVHY DQG 2EMHFWLRQV WR "HtHDQGDQWVY )RXUWK ¢
FTC v. Wyndham Worldwide Inc., 799 F.3d 236 (3d Cir. 2015) (No. 14-3514).

1% FTC, Data Brokers: A Call for Transparency and Accountabiliy D W 0D\ SKd HLQ DIWHU 3
Brokers Report © @vailable at https://www.ftc.oov/system/files/documents/reports/data-brokers-call-
transparency-accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf.

199 1d. at 53 n.95.

(cont.)
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note 95, the Commission does not have any information on the
SUHYDOHQFH RI HUURUV LQ WKH FRQVXPHU GDWD WKL

risk mitigation products.'!®

Thus, the Commission felt confident to recommend legislation that could affect
millions of consumers and thousands of businesses without any direct support for its
IHDUHG KDUPV DQG ZKHUH HYHQ LQ WKWOPWBGHU HYLG
context, only a small handful of consumers experienced an unknown degree of harm.
As Commissioner Wright further noted:

[I am] wary of extending FCRA-like coverage to other uses and categories
of information without first performing a more robust balancing of the
benefits and costs associated with imposing these requirements.!!!

F. 6HFWLR&Ms: IK&RVWYV ZLehefitR XW E

The &RPPLVVLRQTV ZLOOLQJQHVV WR UHJDUG KDUP ZLWKEF
HQG RI OLDELOLW\ XQGH blsoalktidadlyL froBlem . YOhXAM KR U L W\

firm that doesa poor MRE SURWHFWLQJ XVHUfkMliecDWDaPD\ GHVHUY
conclusion is impossible absent evaluation of the benefits conferred by the same

FRQGXFW WKDW ULVNV FRQVXPithy®HnferDMhRstD) G WKH EHQ
the saved costs of heightened security elsewhere. As the Commission has itself

committed, LW 3ZLOO QRW ILQG WKDW D SUDFWLFH XQIDLUO\
injurious in its net H I H™WhVpractice there is little or no evidence that the

Commission evaluates net effects.

21 FUXFLDO LPSRUWHIgEHappbdho evaladtidg the costs and
benefits of data security dramatically over-emphasizes the risks of data exposure (not
least by treating even the most trivial risk as potentially actionable) and fails to
evaluate at all (at least publicly) the constraints on innovation and experimentation
imposed by its effectively strict-liability approach.

Even if one concludes that the FTC has the correct approach in general 2i.e., that it
is preferable for the agency to adopt an approach that errs on the side of preventing
data disclosure, this still says nothing about how this approach should be applied in
specific instances. Unless we are to simply accede to the construction of Section 5 as
a strict liability statute, the Commission must put down some markers that clearly

0 1d. at 54 n.96.
U Id. at 52 n.88.

2 Unfairness Statement, supra note 24, at 1073 (emphasis added).
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allow for a consideration of the benefits of imperfect data protection along with the
attendant costs.

Consider the recent FTC complaint against D-Link where it claims that

[D-/LQN@ UHSHDWHGO\« IDLOHG WR WDNH UHDVRQDEO]I
remediation measures to protect their routers and IP cameras against

well NQRZQ DQG HDVLO\ SUHYHQWDEOH YRIWZDUH VHFXUI
F R G H G credeNtiddand other backdoors, and command injection

lIODZV ZKLFK ZRXOG DOORZ UHPRWH DWWDFNHUV WR JI
devices; Defendant D-Link has failed to take reasonable steps to

maintain the confidentiality of the private key that Defendant D-Link

XVHG WR VLJQ 'HIHQGDQWVY VRIWZDUH LQFOXGLQJ E
restrict, monitor, and oversee handling of the key, resulting in the

exposure of the private key on a public website for approximately six

PRQWKYV DQG« '"HIHQGD Q WeY sofnia¥é,Hvalllble OHG WR XV
VLQFH DW OHDVW WR VHFXUH XVHUVY PRELOH DSES
LQVWHDG KDYH VWRUHG WKRVH FUHGHQWLDOV LQ FOH

mobile device.!3

What the complaint assiduously avoids is describing the calculation that led it to

determine that D-/LQN IDLOHG WR WD NHs gdssHl ¥ BQ@QB BOHH VWHSV ~
D-/LQNTV VHFXULW\ GHVLJQ GHFLVLRQV WKDW IRU LQVWI
credentials versus storing them locally in plain text were unsupported by any business

case. But the Complaint fails to evidence any evaluation of relative costs and benefits,

concluding simply that D-/LQ N TV F KxG XrhM/likkly to cause, substantial

injury to consumers in the United States that is not outweighed by countervailing

benefits to consumers or competition ™AsD-/LQNfYV ORWLRQ WR 'LVPLVV QR\

Pleading this element as a legal conclusion, as the FTC has done here, is
LQVXIILFLHQW :LWK WKH VROH H[FHSWLRQ RI D SDVV
V R I W ZtB:Widmplaint contains no factual allegations whatsoever
regarding the monetary costs, let alone the time- and labor-related costs,

RI FRQGXFWLQJ ZKDWHYHU 3VRIWZDUH WHVWLQJ DQG

1B FTC v. D-Link Corp., No. 3:17-CV-00039JD, at 5 (N.D. Cal. filed Mar. 20, 2017), [hereinafter ID-Link
& R P S Q diledMit https://www.ftc.cov/system/files/documents/cases/d-

link complaint for permanent injunction and other equitable relief unredacted version seal lifted

- 3-20-17.pdf.

4 1d. 1 29.

(cont.)
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and other actions the FTC believes Defendants should have
implemented.!?®

So too it avoids recognizing that the security decisions made for an Internet-

connected appliance used behind a Wi-Fi network would have a different set of

security and safety considerations than a camera that streams to the open Internet.

And, most important, it completely fails to address whether and how D-/LQ NV

behavior objectively failed to live up to an identifiable standard of conduct 2 because

the FTC has never offered any such standard to guide firm conduct. 7KH )7 &V
claims are thus LQVXIILFLHQW ERWK WR PHHW HYHQ@ LWV RZQ 33U
OHW DORQH 6HdiefiNrkdRifgmefit\2 ak WeN ko provide (or reflect) any

sort of discernible standard that, applied here, would permit a firm to determine

what conduct that may lead to harm will nevertheless offer sufficient benefit to avoid

Liability.

The Commission consistently avoids taking seriously the costs (i.e., foregone benefits)
of incremental increases in harm avoidance. For instance, in its Privacy Report, the
Commission says that:

In terms of weighing costs and benefits, although it recognizes that
imposing new privacy protections will not be costless, the Commission
believes doing so not only will help consumers but also will benefit
businesses by building consumer trust in the marketplace.!®

In other words 37KHUH DUH FRVWV WR WKH GDWD VHFXULW\ UF
and there are benefits. Because we assert that some benefit exists, the magnitude of

WKH FRVWYV GR88n¢ wQuURIEarPhDIMY MWddihknt in vain for a more-

rigorous statement of how (or whether) the FTC will weigh the costs and benefits of

data security practices; LW M XV W 2\ KQ FW MVKRGE IRU D SXUSRUWHG 3
adopted in accordance with a statute that explicitly demands such a weighing. As

Commissioner Rosch pointedly noted, dissenting from the Report:

7TKHUH GRHV QRW DSSHDU WR EH DQ\« OLPLWLQJ SULQF
of the recommendations of the Report. If implemented as written, many
Rl WKH 5HSRUW T\ wdHiFR:dPappQ €5 DnwiskaR f@ms
DQRG WR PRVW LQIRUPDWLRQ FROOHFWLRQ SUDFWLFH

5 Defendant Motion to Dismiss, FTC v. D-Link Corp., No. 3:17-CV-00039-JD, at 5, 8 (N.D. Cal. filed
Mar. 20, 2017).

116 FTC Privacy Report, supra note 83, at 8.

(cont.)
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%URWKHU” DV WKH ZDWFKGRJ RYHU WKHVH SUDFWLFH!
world but in the offline world. That is not only paternalistic, but it goes

well beyond what the Commission said in the early 1980s that it would

do, and well beyond what Congress has permitted the Commission to

do under Section 5(n).!!7

But the Privacy Report was just that 2 a report. In theory, at least. Although replete

with ODQJXDJH WKDW WKH FRQWHQWY UHSUHVHQW 3EHVW
companies in devising their own privacy and security practices, in reality the Report

reads like a set of vague commands from the Commission that will undoubtedly form

the basis for enforcement actions in the future.

The Commission does assert in the Report that

The privacy framework is designed to be flexible to permit and
encourage innovation. Companies can implement the privacy
protections of the framework in a way that is proportional to the nature,
sensitivity, and amount of data collected as well as to the size of the
business at issue.!!8

But as we have shown elsewhere, the FTC’s past actions and imposed remedies belie
this claim:

What is clear is that, almost without regard to any underlying
characteristics, size of injury, number of injured parties, etc., an almost
identical set of practices is prescribed by the agency to remedy alleged
unreasonableness in data security, meaning, no matter what industry,
size, or extent of possible harm, every business regulated by the FTC
should know what is expected of it. The FTC has been remarkably
consistent in this.

Now, we believe this is actually a bad thing. The absence of any apparent
connection between different circumstances and different remedies or,
put differently, the absence of any explanation why very different
circumstances are properly addressed by the very same data security

processes LV QHYHU PXFK H[SODLQHG DQG KDVQYW HYROYH:

Yd atC5 'LVVHQWLQJ 6WDWHPHQW RI &RPPfU - 7KRPDV 5RVFK
"8 ]d. at 9.

(cont.)
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The likelihood that this consistency reflects the optimal outcome is
extremely low.!"

Emblematic of thH )7&YV IDLOXUH WR DFFRXQW IRU EHQHILWYV R
well as harms is the Apple product design case.'® In that matter, the Commission

brought charges against Apple for allegedly designing the iOS app store in a way that

OHG WR 3XQIDLU” ELOOLQJ SUDFWLFHYV +LVWRULFDOO\ W
where a defendant affirmatively endeavored to mislead consumers 2 including cases

of outright fraud, unauthorized billing, and cramming.!?!

In the Apple case, however, the Commission alleged that Apple had designed the App

Store in a way that made it too easy for children to make purchases without parental

consent.’”? 7TKH FRUH Rl WKH &RPPLVVLRQYVY FRPSODLQW UHYF
the App Store would permit a 15 minute window for password-free purchases and

downloads once a person had entered their password.!?

7KLY FDVH KLJKOLJKWYV Bmkrlda¥ khidd Snbédtbh Bin)WKH )7 &
WKDW LV DOO WRR IUHTXHQWO\ LJQRUMIGft2recOLNHO\ KDUF
are no countervailing benefits from the challenged practice, and if consumers could

not themselves reasonably avoid the harm. But there the FTC essentially replaced its

RZQ MXGJPHQW IR U3aWKbRnWwiRde %S &iQdd® Mepends upon

it making products for which consumers are willing to pay.

The Commission completely failed to perform an adequate analysis to determine if

WKH 3KDUP” VXIIHUHG E\ SDUHQWY RI FKLOGUHQ ZKR ZHU
the 15 minute window was not counterbalanced by the greater degree of convenience

that an overwhelming number of consumers enjoyed by virtue of the feature.

Moreover, there was scant attention paid to assessing whether parents themselves

were actually unable to avoid the potential harm, despite the likelihood of their

proximity to their phones and their children.

Nonetheless, Apple settled, despite the fact that the company had likely performed a
wealth of its own consumer research in order to discover the optimal balance of

19 Manne and Sperry, supra note 102, at 13.
120 In the Matter of Apple Inc., 112-31008, 2014 WL 253519, at *1 (MSNET Jan. 15, 2014), available at

https://www.ftc.cov/system/files/documents/cases/140327applecmpt.pdf.
121 See id. at *2.

22 1d, at *1.

123 Id. at *15.
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features for its products. It would be surprising indeed if the ambiguity implicit in
the loosely interpreted unfairness standard played no part in the decision to settle.

I. On occasion, only the barest of benefits

(YHQ ZKHUH WKH &RPPLVVLRQ GRHV DGYHUW WR SRVVL
increasing conduct, it does so in a crabbed and insufficient fashion. In its L.zbMD
opinion, for instance, the Commission states that:

$ 3SEHQHILW™ FDQ EH LQ WKH IRUP RI ORZHU FRVWYV DQG
SULFHV IRU FRQVXPHUV DQG WKH &RPPLVVLRQ 3ZLOO C
XQIDLUO\ LQMXUHYVY FRQVXPHUV XQOHVV LW LV LQMXULF
cost-benefit inquiry is particularly important in cases where the allegedly

XQIDLU SUDFWLFH FRQVLVWY RI D SDUW\YV IDLOXUH W
SUHYHQW FRQVXPHU LQMXU\ RU UHGXFH WKH ULVN RI V.
concerns the failure to provide adequate data security in particular,

SFRXQWHUYDLOLQJ EHQHILWY"S DUH WKH IRUHJRQH FR
VWURQJHU F\EHUVHFXULW\" E\ FRPSDULVRQ ZLWK WKH |
S3OHYHO RI F\EHUVHFXULW\ "« >:@H FRQFOXGH WKDW ZK
reaped by forgoing the expenses needed to remedy its conduct do not

RXWZHLJK WKH 3VXEVWDQWLDO LQMXU\ WR FRQVXPHU\

caused by its poor security practices.!?*

This construction assumes that the inquiry into countervailing benefits is strictly

limited to the question of the direct costs and benefits of the data security practices
WKHPVHOYHV 21 FRXUVH WKLV FDQTW EH FRUUHFW 7KH
derived from the business as a whole, and the data security practices of the business

arejustonH FRPSRQHQW RI WKDW 7KH SURSHU WUDGHRII LV
UHVRXUFHV LQYHVWHG LQ PDNLQJ GDWD VHFXULW\ SU
resources materialize out of thin air. Rather, the inquiry must assess the opportunity

costs that a business faces when it seeks to further a certain set of aims 2 chief among

them, serving customers 2 with limited resources.

A proper standard must also take account of the cost to LabMD not only of adopting
more stringent security practices, but also of identifying and fixing its security
practices in advance of the breach. It may be relatively trivial to identify a problem
DQG LWV VROXWLRQ DIWHU WKH IDFW EXW LWV DQRWKF
range of potential problems ex ante and assign the optimal amount of resources to
protect against them based on (necessarily unreliable) estimates of their likelihood

DQG H[SHFWHG KDUP $QG WKLV LV DOO WKH PRUH WUXH

124 FTC LabMD Opinion, supra note 3, at 26.
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thief intent on quietly constructing exactly the sort of problems that would catch the
attention of the FTC.

No doubt LabMD could have done something more to minimize the likelihood of the

EUHDFK

%XW LWV QRW FOHDU WKDW DQ\ UHDVRQDEOH

been spent in advance to identify and adopt the right something. As former
Commissioner Wright noted in his dissent in the Apple case, in which the
Commission committed this same error:

When designing a complex product, it is prohibitively costly to try to
anticipate all the things that might go wrong. Indeed, it is very likely
impossible. Even when potential problems are found, it is sometimes
hard to come up with solutions that that one can be confident will fix
the problem. Sometimes proposed solutions make it worse. In deciding
how to allocate its scarce resources, the creator of a complex product
weighs the tradeoffs between (i) researching and testing to identify and
determine whether to fix potential problems in advance, versus (ii)
waiting to see what problems arise after the product hits the marketplace
DQG LVVXLQJ GHVLUDEOH IL[HV RQ DQ
of benefits and costs for allegedly unfair omissions requires weighing of
the benefits and costs of discovering and fixing the issue that arose in
advance versus the benefits and costs of finding the problem and fixing
it ex post.!1?

RQJRLQJ EDVLV«

Moreover, while some LabMD patients might have benefited from higher prices or

reduced quality along some other dimension in exchange for heightened security, it
is by no means clear that all LabMD patients would so benefit. As Commissioner
Wright also discussed at length in his Apple dissent, an appropriate balancing of
countervailing benefits would weigh the costs of greater security to marginal patients

WKRVH

IRU ZKRP /DEO'YVY VHUYLFHV SOXV WKH )7&TV D\

practices at a higher price would have induced them to forego using LabMD) against
the benefits to inframarginal patients who would have been willing to pay more to

KDYH WKH )7&TV LPSRVHG VHFXULW\ SUDFWLFHV

Staff has not conducted a survey or any other analysis that might
ascertain the effects of the consent order upon consumers. The
Commission should not support a case that alleges that [LabMD] has
underprovided [data security] without establishing this through rigorous
analysis demonstrating *whether qualitatively or quantitatively *that

BULVVHQWLQJ) 6WDWHPHQW RI &RPPYU -RVKXD

12-31008), available at

https://www.ftc.gov/sites/default/files/documents/cases/140115applestatementwright O.pdf.

:ULJKW ,Q WKH ODWWHL
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the costs WR FRQVXPHUV IURP >/DEO'fV GDWD VHFXULW\@

outweighed benefits to consumers and the competitive process.

* % %

The Commission has no foundation upon which to base a reasonable
belief that consumers would be made better off if [LabMD] modified its
[security practices] to conform to the parameters of the consent order.
Given the absence of such evidence, enforcement action here is neither

ZDUUDQWHG QRU LQ FR®VXPHUVY EHVW LQWHUHVW ~

Unfortunately for the FTC, making this assessment would require surveying

consumers or estimating the harm caused (or likely to be harmed 2 and discounted

by the likelihood) and its magnitude, as well as the ex ante costs of identifying the

possible harm and preventing it. But because the FTC has steadfastly adopted LWV 3D O O
LQIHUHQFHYV ZLWKRXW HYLGHQWLDU\ VXSSRUW’ ™ IUDPHZR
entertain even estimating, that evidence. Thus, again, in the end the practical effect

is to convert Section 5 into a strict liability statute in which any breach (or potential

breach) runs the risk of FTC scrutiny, regardless of what steps were taken or could

have been taken.

Conclusion

The Commission has a decidedly fatalistic view, one that effectively implies that data
security practices sufficient to meet the standard of Section 5 are impossible. This
means that once a company collects sensitive data, it is presumptively in violation of
the statute. It is only prosecutorial discretion that separates legal and illegal conduct.
$QG HYHQ ZKHUH EUHDFKHV RFFXU WKH )7&YV SRVL)
unreasonable security practices from the fact of disclosure alone, without any
demonstration of concrete harm or even rigorous assessment of the likelihood of harm
(in clear contravention of the statute), the FTC effectively reads a European-style

3IXQGDPHQWDO ULJKW WR SULYDF\" LQWR 6HFWLRQ RI W

126 Id.
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